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1 Introduction
1.1 Purposeof thedocument

This document describes the verification and validation concept, procedures and activities which were
performed in the course of this project "Procurement of a SDL Model for Behavioural Validation of
MSL" (SMSL) in order to demonstrate the feasibility of early system validation in the context of a real
project for which MSL could be selected due to the interest of and support given by the MSL project.

1.2 Scope

The scope of this project isto support the MSL project for verification and validation (V&V) of the MSL
software by applying a formal concept as suggested by the EaSyVaDe [RD3b] approach and its actual
improvements and to demonstrate the benfits of this concept in the context of areal on-board project.

The goal is to establish a representative behavioural model of MSL (Material Science Laboratory) within
the EaSySim Il environment based on the use of Finite State Machines (FSM) and a formal specification
of performance properties and topology, to apply an automated test approach including fault injection,
and to perform system validation activities.

This approach aims

- to automate the construction of a behavioural skeleton of the operational software and of the test
scenarios based on the specified data flow and

- to achieve a 100% coverage of input, output and states under consideration of fault injection and
performance aspects.

The MSL isone of the scientific payloads installed in the US LAB of the International Space Station.

It serves for scientific research on different material under microgravity conditions. In principle MSL isa
furnace that allows to melt samples at temperatures up to 1700°C and to survey and influence the
crystallization and solidification.

The software developed for MSL provides the functionality to control the facility and the processing of
the samples.
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1.3 Déefinitions, Acronyms and Abbreviations

BSW Basic Software

CPT Command Procedure Table

EM Engineering M odel

FM Flight Model

FSM Finite State Machine

GPBI General Purpose Instrumentation Bus

HK housekeeping

HW Hardware

/O Input/Output

ISG Instantaneous System and Software Generation
KT Kayser-Threde GmbH, Munich

MSC M essage Sequence Chart

MSL Material Science Laboratory

MSRR Material Science Research Rack

o/B on-board

oIG on-ground

(OX) Operating System

RSIM Resource, Interface and Scenario Manager
SDL System Description Language

SMSL Procurement of a SDL Model for Behavioural Validation of MSL
SPLC Standard Payload Computer

SRM Science Reference Model

SW Software

ubC User-Defined Command

UDF User-Defined Function

VME VERSAM Module Europe

V&V Verification and Validation
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Overview of the Document

The document is structured as follows:

Chapter 2 gives an introduction into the MSL application

The contents of this chapter is an extract of [ADA4].

We thank the MSL project for the permission to include this contents directly.

Chapter 3 introduces the 1SG software approach

Thisisan extract from the 1SG User's Manua

Chapter 4 describes the applied V&V approach and gives background information on the history

Chapter 5 describes which input is required to construct the MSL software automatically and to
apply the V&V concept of ISG

Chapter 6 lists the performed V&V activities and presents afirst analysis of the activities

Chapter 7 includes the detailed figures, which have been collected during the V&V activities, and
analyses and comments them

Chapter 8 analyses the activities and the achieved results and gives conclusions

Finally, chapter 9 gives recommendations and guidelines for future use of the concept and the
environment.
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2 MSL System Overview

This chapter has been extracted from [AD4] with the written permission of Kayser-Threde GmbH. It
gives an overview on the required functionality of MSL. The contents as taken from [AD4] has been
reduced to an amount sufficient for understanding of the V&V activities.

This description represents the status BEFORE the V&V activities were started.
We thank the MSL project and especialy Mr. Michael Birk for the support of thisV&V activity.

2.1 General Overview

The MSL shall be tested, integrated and operated in three system configurations which are:
- the EM (Engineering Model) configuration
- the FM (Flight Model) configuration
- the SRM (System Reference Model) configuration.

The EM and the FM model represent the target configuration of hardware and software while the SRM
uses representative hardware only. The software shall allow for execution on all three configurations
without major changes.

From the software point of view the EM and FM are identical, the SRM application S/\W will be
different, but equivalent from afunctional point of view, the differences are kept to a minimum.

The FM MSL is designed in order to operate in the MSRR in the US-Lab module of the International
Space Station. It will be operated by a scientific team from ground or by the onboard crew by means of a
Crew Terminal. The EM isidentical with the FM from software and operational point of view.

2.2 Configuration and Functions

The general System Configuration of MSL is depicted in figure 2-1.
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Fig. 2-1: Block diagram of MSL in EM / FM configuration.

In EM/ FM configuration two SPLC computers (FCU and PSU ) and respective software are responsible
for the functional and operational control of MSL respectively the components and subunits it is
composed of.

The MSL S/W allowsthat its functionality can be distributed and can be allocated on the two SPLC units
in the FCU and the PSU respectively and as well can run on a single computer unit in the Science
Reference Model (SRM).

The MSL S/W provides the following functionality that s allocated on the FCU:

» The general main function of MSL S/W on the FCU is the overall control of the facility and of the
control of the processing of a sample

This main function is composed of a number of subfunctions.
Identification of furnace code and assignment of furnace parameters.

The loading of the sample into the furnace can be controlled. The sample is identified and an
according set of parameters and an according sample processing sequence is selected.

The start of the sample processing is initiated by command but only if a validation of the sample
parameters and of the facility status does indicate normal conditions.

The sequence of the sample processing and the survey of the respective parametersis controlled.
The general sequence of processing stepsis as follows:
- exchange or loading of a sample
- closure of the door
- evacuation of the furnace
- check of the sample integrity
- heating up phase of the furnace comprising :
- temperature control
- limit checks
- Peltier pulsing and Magnetic Field application
- Quenching
- cooling down phase

These control functions utilize the data acquisition and subsystem control functions.

- The MSL S/W acquires the analogue and digital data - temperatures, pressures, status
signals - and these are used to control the parameters and the sequence of the sample
processing

- andto control the following subsystems via RS422 interface link
- Mass spectrometer
- magnetic field generator
- turbo pump 1 and 2
- pyrometer
- water pump

- andto provide abi-directional RS 422 datalink for:
- ultrasonic diagnostics device (not installed but supported)
- experiment dedicated electronics (e.g. Seebeck Measurement Unit; externally provided
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- Control the following subsystems and components via digital 1/0 and analog input interface
- Accelerometer
- Core Facility
- Current Source
- Direct Current Converter
- Gas Supply
- Heater Current Source
- Peltier Current Sources
- Power Distribution Module
- Power Supply Unit
- Quench Drive Electronic
- Sample identification
- Sample Reservoir Heater
- Stepper Moter
- Vacuum/Gas Distribution Subsystem
- Water Cooling System
- Water Pump Package

the commands that control the MSL S/'W functions are uploaded to the MSL S/W by means of the
MIL-STD 1553 B communication between MSRR Master Controller and FCU. The commands
comprise anumber of different types

- theupload of sample processing parameters and the definition of the sample processing

sequence

- immediate control commands for interactive sample processing

- commands for facility checkout

- commands for data format configuration and data dump initiation

- commands for MSL application S'W upload

- commands for facility configuration and set-up

the data downlink is performed by means of the MIL-STD 1553 B communication between
MSRR Master Controller and FCU.

In the case that data downlink is not possible dueto e.g. LOS data are stored onboard the FCU.

The MIL-STD 1553 B communication protocol is provided by the SPLC BSW package. It is
developed and verified only once under SPLC contract and provided as generic function to the
SPL C application S/W developers as part of the SPLC BSW package.

the communication with the PSU is performed by means of a MIL-STD 1553 B communication.
This communication is controlled by the FCU. The SW provides the functionality of a MIL-STD
1553 B bus controller (BC)

a supervisor function in the MSL S/W on the FCU is responsible for Failure Detection Isolation
and Recovery (FDIR) functionality. This comprises:
- thedetection of critical situations by checking the acquired data and parameters against
upper or lower limits
- theinhibition of functions or actionsif a conflicting situation may result e.g. switching on/
of the turbo pump while the vacuum is not appropriate.
- theinitiation of actions to bring the system back to nominal or safe conditions as e.g.
switching off the heaters and / or subsystems
- driving the system into the safe mode

the supervisor is a S’'W function that runs on high priority. It controls the data and control flow
from and to the data acquisition, the heaters and the subsystems.
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The operation modes are identified as:

- stand-by mode - the purpose of this mode is to provide a defined safe and stable condition
of the furnace and the subsystems. The door of the furnace is locked. The door is opened
due to auser command to allow for sample exchange.

- safe mode - The safe mode is entered whenever any form of inconsistencies and parameter
limit violations are encountered. Being in this mode the furnace is driven to a safe condition
by e.g. switching off the heaters. Ground and / or personnel is informed about the status and
possibly critical situations and is prompted for commands in order to stabilize and
normalize the situation. Safe mode is also entered when the command “abort” or “goto safe
mode” is given.

- processing mode - this operation mode allowsfor execution of the predefined and sample
associated sample processing commands and actions sequence. It is possible to suspend and
to resume the processing.

- Test mode - this operation mode allows for testing and checking the furnace and the
subsystems interactively by predefined sequences or by step-by-step commanding.

- reprogramming mode - this operation mode allows for reprogramming of the MSL
application S'W.

The MSL S/W provides the following functionality thatis allocated on the PSU :

« Thegeneral main function of MSL S/W on the PSU isthe control of the power outlets for the heaters
and subsystems

the MSL S/W running on the PSU SPLC processes the heater control algorithms. Each of the
heaters is controlled by its dedicated algorithm. According to the results of the agorithm
processing the power outlets for the heatersis controlled.

heater power is delivered on a number of power channels to which the consumers are assigned.
The maximum consumable power on each of the channels is limited. The MSL S/W supervises
and controls the total power consumption on each channel to which consumers are assigned.

the MSL S/W running on the PSU SPLC controls the Mass Spectrometer, the Magnetic Field
Generator and the two turbopumps via RS422

The functionality provided by the S'W running on the PSU SPL C is under control of the MSL supervisor
function alocated to the FCU SW. Thisimplies that the data exchanged between the two computer units
viaMIL-STD 1553 B bus communication includes data for function control purposes.

The software runs on a Standard Payload Computer (SPLC) a VME bus based Controller module. 1/O
modul es provide anal ogue, digital and special purpose input output interfaces.

2.3 Software Mode

The EM/FM software functions will be assigned to two SPLC computer units (the FCU and PSU)
interconnected via an MSL internal MIL bus ( please refer aso to Fig.2-1). The peripheral subsystems
and the interfaces with them are specifically designed for MSL.

MSL and MSRR will communicate (telecommanding and telemetry) viaa MIL 1553B bus. The MSRR
will be the bus controller (BC) MSL will be a Remote Termina (RT). The crew terminal itself isa RT.
The MSRR is responsible to control the communication paths between MSL and the outer world. MSL
will not be able to distinguish between commands originated by the ground or crew control . Telemetry
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data is just sent to the MIL bus. MSL is not able to indicate a direction for the data (eg. either Crew
terminal or ground control) MSRR is responsible to distribute the data according to the requests of the
different users.

The Science Reference Model (SRM) is operated on ground and serves as equipment to develop and test
scientific experiments prior to execute them in the FM in orbit. It is functionally and operationally
compatible to the EM/FM.. But it s composed of commercial industrial components as far as possible to
save expenses without being obliged to develop new software. The design guideline for the SRM
configuration is to keep the hardware costs and the software efforts and costs due to changed hardware
components at a minimum.
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Fig. 2-3: Data Flow in the MSL Software Model
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Fig. 2-5: Context Model of MSL in SRM configuration

In the SRM configuration the software runs on one computer unit instead of two that is software
compatible to the SPLC ( SPARC V7 computers). Compared to the EM/FM model the configuration of
the peripheral subsystemsis different ( e,g, the heater current supply are commercial power supply units

controlled via GPIB interface)
The design of the MSL software copes with the requirements of the different MSL models.

Thereal time operating system VxWorks from Windriver Systemsis used for MSL.
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The SPLC Software Development Environment consists of a Workstation and a ETHERNET connected
SPL C target computer. For the software development and the downloading to the target the TORNADO
development tool from Windriver Systems will be used.

2.4 Control and Data Flow

The following figures give an overview on the principal command flow, the supervision of control and
data flow and the startup control flow.
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2.5 Standardization of Intertask Communication

The general problems related to the MSL model require a strongly modular design.

It shall be possible to run any task / process that is independent of hardware interfaces on either CPU
(FCU or PSU) or on asingle one (SRM).

The task intercommunication is preferably realized by the UDP/IP protocal. It shall be proven by early
system verification that this protocol is compatible with the SPLC’s performance. If not a VxWorks
provided standard message handling shall be implemented.

The message format for intertask communication shall be standardized by a generic format :

typedef struct {
TyCmd cmd;
TyPriority prio;
TyDev source_task;
TylnstRg source_task_instance;
TyDev dest_site;
TyDev dest_task;
TylnstRg source_task_instance;
int length_of attached data;
int ptr_to_attached data;
int type of attached data;
int info;
TyTime start_time;
TyTime act_time;

} MSL_message header;
The attached data are added to the data stream of the fixed-size header for transfer. They are stored into a
(random-access) buffer when received by a process.

On reception of a message atask analyzes the message header and executes it according to the contents
fofthe command (cmd) field:

switch cmd
{
case type xyz;
case type abc;
default
ILLEGAL_TYPE_ID;
}

When Using UDP /IP for intertask communication, the software interface at the internal MIL bus link
between FCU and PSU shall be UDP/IP compatible.
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2.6 Principal Components of the Software

The functionality of the principal MSL software components is briefly described by the following
sections.

2.6.1 Command Handler

The command handling process is one of the central processes of the MSL software and comprises:
= command dispatching
»= command control

The command handler receives commands from external and internal interfaces (e.g. operation_control
and heater_control) performs checks and preprocessing and controls the execution. The commands that
are allowed to be executed depend on the operation modes:

= standby mode

= normal operation mode

» self test mode

*  reprogramming mode

* test mode

= checkout mode (not for in-flight operation)

and the status of the system or particular subsystems.

The command handler software object is designed to provide generic functionality including the
capability to execute userdefined command related functionality.

The command handler receives the commands coming from one of the following command sources:
» the Ethernet interface

* the MIL-STD-1553-B businterface

=  MSL software processes (e.g. operation_control and heater_control)

The commands are processed as follows:

formal validity check on CRC and syntax

interpretation of the command 1D

check of the access identification / password

check of the permission to be executed

a  ® DN P

handing over to the destination process.

Each command is acknowledged by the destination task to the source task when it is accepted for
execution. All commands are checked at the hierarchical highest software level possible. If acommand is
rejected the reason for rejection is added to the message returned from the source task.

The hierarchical highest level w.r.t. the operator on ground or on board is the command dispatcher itself.
It checks the command on validity and permission to be executed and returns an acknowledgement or
rejection with indication of the reason.

Time tagged commands are handed over to the operation control process for postponed execution.
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All possible commands are defined in [RDO1] in the format of a MS-ACCESS database. With respective
support software command tables and handling procedures for MSL flight and ground software are
generated from this database.
26.1.1 Command formats

A command has the following general structure and is transported in the standard message container:

Command ID | destination | Command parameters | timetag | Operator ID | Operator PIN

The command ID is unique for each possible command. It is generated from the above mentioned
command database and the respective support software.

For most of the commands the command destination is strongly associated with the Command ID. For
thistype of commandsit is possible to perform a table driven dispatching of the commands:

command_ID —> dest_task;

For these commands the destination field normally is 0 and the destination is determined by means of the
dispatcher table. If, for user defined reasons, the destination is not O the destination in the received
command is used. Thisis especialy valid for the " transparent commands”.

The transparent commands are created to allow the MSL system user to have direct access to a particular
subsystem. The content of the command is not interpreted by the MSL software but is handed over
directly to the subsystem interface. A possible data return of the subsystem is passed back to the user in
the same transparent way.

The timetag in al commands defines whether a command is executed immediately ( timetag =0 ) or at
the distinct absolute time (timetag >0)

2.6.1.2 Dispatching Handling

The command dispatching is controlled by a table, the dispatcher table comprising the following entries
with associated functions:

= syntax check

= preprocessing

= command supervisor

The command dispatcher calls the functions pointed to by the table sequentially passing the command as
actual parameter. If afunction pointer is NULL the action is skipped. According to the returned value the
command processing continues or is interrupted and a negative acknowledge is given.

The syntax check function contains the algorithm to evaluate the correct and valid syntax of a particular
command. The design allows to establish a unique procedure for each command.

The preprocessing function alows to preprocess a command and its parameters e.g. convert parameters
or change parameter settings according to actual system parameters.

The command supervisor function checks whether the command is allowed to be executed e.g.
depending on the actual system status and/or particular HK data.

All  other SW processes access the dispaicher table by an interface routine
(get_command_characteristics() ) in order to evaluate the executability of a command that is generated
by them. Asthe table hasinformation on all available commandsit is capable of checking all commands
and rejecting those commands that would lead to conflicting situations.
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In case acommand is identified as forbidden to be executed the operator ID and Operator PIN is checked.
An agorithm based on CRC calculation (the definition of the algorithm can be found in the detailed
design part in Annex A) calculates a unique PIN from the Operator 1D. Each Operator that is alowed to
issue commands to the MSL in off-nominal conditions is provided with an ID and an associated unique
PIN. The MSL SW passes over a command for execution despite the prohibition if the ID and the PIN
associated with the command are matching. SW generated commands do not use the ID/PIN capahilities.

Before handing over the command to the destination a command sequence ID is assigned to the
command. This ID is used to uniquely identify a particular command in the general commanding
sequence. This|D is generated by incrementing the ID variable (modulo 32bit).

Each command together with its execution statusis handed over to the central message logger.
2.6.1.3 Command control

A command that was preprocessed correctly is passed to the destination and if required (defined by the
control_execution flag) its execution is controlled. For this function a data structure is defined into which
the command is posted by the command handler. This structure is used to survey the execution of the
command by cyclicaly checking whether commands are already timed out. Each command receiver is
obliged to return a command acknowledgement or arejection in conjunction with a reason for rejection.
The command handler passes either the returned error message from the command receiver or its own
generated message due to a failed acknowledge to the central message logger.

Each command is acknowledged after its execution, either successful or with failure indication.
Commands that take rather long to be executed are ” pre” acknowledged when their execution isinitiated.

With the execution acknowledgement — not the " pre” acknowledgement - of a particular command it is
released from the command control function.

2.6.2 DataAcquisition and Data Handling Processes

The Central Data Acquisition and data handling processes consists of the following main functional
elements:

» Datahandling function

» Data Dispatcher Function

» Data Monitoring and Data Supervision Function

2.6.2.1 DataHandling Function

The data handling function controls the data flow through the system and controls the database. It
receives all science and housekeeping and status data directly from the hardware interface daemon
processes, and other software functions and stores them in the database. Possible data sources are :

» Anaog interfaces handled by the analog interface daemons (interrupt service routines)
= digital I/O interface handled by the dig I/O interface daemons
» serial line daemons

= al other processes /tasks generating status data or secondary data by processing primary acquired
data.
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The data generating functions pass the data either as single entities or as data blocks. The interrupt driven
data sources are:

= analogue input
» digital input
= seria datainput

They own their respective data input buffer at the data handling function. To this buffer the interrupt
service routine copies the data directly from the hardware. The actually delivered data are identified by a
buffer ID determining the content of the buffer. The data source issues a message to the data handling
function to signal the data delivery.

The other data generating tasks deliver their data as part of the message in the standard message header.

From the buffer or the input message the data are copied to the database. When performing the copying
for each data item the following processing steps are performed:

For each data item a correction, calibration, or conversion function is defined in the database. As part of
the copying process the data handling function checks the according entries in the database and if the
entry is not NULL manipulates the data using the respective function before storing them in the database.

Requests on data entities by other SW functions (e.g. data dispatcher or subsystem control functions) are
fulfilled by providing the data either as single item or as block.

The data, either singleitems or as block are identified by adatalD. ThisID is unique and is derived from
the above mentioned 1/0O signals database. The data handling function provides call interfaces to get
access to the data ( put_data, get_data).

2.6.2.2 Data Supervisor Function

The data supervisor is responsible for checking limits on the housekeeping data values and combinations
of housekeeping and/or science data values to avoid possibly critical situations in the system and the
experiment. It is part of the data handling function.

For each data item a supervision function can be defined in the database. When putting a data item into
the buffer the data supervisor function checks the according entries in the database and if the entry is not
NULL hands the data over to the respective function.

The processing of the supervision function results in the generation of a message to the central error and
message logging function if the supervision criteria are violated. The return value of the called
supervision function ( if < OK) is handed over to the message logging function.

2.6.3 Telemetry Dispatcher

Cyclicaly or on request, data are formatted into telemetry data frames and handed over to the output
interfaces. The definition on the required contents of the telemetry frames is kept in respective tables.
The data dispatcher requests data from the database according to the contents definition, creates a
telemetry buffer and stores the data in the buffer in a sequence according to the contents definition.
When filled up it is handed over to the output interface daemon process which is either the MIL bus
interface or the Ethernet interface as appropriate on request.
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2.6.4 Error and Message L ogging Function

This process serves as a central SW anomalies handler. All contingencies detected by the software
passed to this message and logging server. It is responsible to receive messages in standard format from
all other processes / tasks comprising the MSL software. Messages stored to a respective file in the mass
memory and downloaded on request or immediately downlinked according to the setting of the respective
system parameter.

The message logging process is running as an instance on the FCU and on the PSU. Each of the instances
performs autonomous message supervision and initiation of possible reactions. The instance running on
the PSU reports to the instance on the FCU. The instance on the FCU performs the storage and the
downlink. In SRM configuration only one instance for the complete system will be running.

2.6.5 Interface Handling Processes

2.6.5.1 ETHERNET Daemon Process

The Ethernet interface handling process provides the hardware/software interface to the Ethernet bus.
This interface will be inactivein the MSL US LAB installation and configuration but will be the system
I/O interface in SRM configuration. The Ethernet Daemon process will provide a standardized 1/0
interface using the standard message container that is on peer level with the MIL bus interface.

2.6.5.2 MIL BuslInterface Daegmon Process

The MIL bus interface handling process provides the hardware/software interface to the active MIL bus
with the MSRR. It receives al commands coming in from on the MIL bus and hands them on to the
command dispatcher process. In the opposite direction, it receives data from the data dispatcher process
and interfaces them to the MIL bus.

The MIL bus Daemon process will provide a standardized 1/O interface using the standard message
container that is on peer level with the Ethernet interface.
2.6.5.3 Digital I/O Daemon Process

The Digital 1/0 daemon process provides a standardized software 1/0O interface using the standard
message container with the Digital I/O hardware. For each of the hardware interface an instance of this
process will be installed (see (RD01])

2.6.5.4 Serial 1/0 Daemon Processes

The seria 1/0 daemon process provides a standardized software 1/0 interface using the standard message
container with the serial R$422 interfaces. For each of the serial interfaces an instance of this process
will beinstalled. (see (RD01])

2.6.5.5 Analog Input Daemon Processes

The Analog Input daemon process provides a standardized software 1/O interface with the Analog data

acquisition hardware. For each of the hardware interface an instance of this process will be installed .
(see (RDO1])

SMSL-RP-001-BSSE  Issue: 1 Rev.: 0 Date: 05.11.1999
ESTEC Contract No. 13309/98/NL/MV

-23-



Dr. Rainer Gerlich

BSSE System and Software Engineering

2.2.6.6 MassMemory Daemon Process

The mass memory daemon process provides a standard process interface with the file handling and
management system of the BSW.
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3. Introduction to | SG

This chapter introduces into the basic concepts of Instantaneous System and Software Generation (ISG).
It includes information extracted from the ISG User's Manual [RD12]. 1SG forms the base for the formal
definition of the MSL software and its verification and validation.

ISG is based on the formal specification of behaviour and the idea of early system validation initiated by
ESTEC [RD3-RD4]. It extends and optimises the basic ideas and provides an efficient solution for
complex applications.

3.1 Theldeaand ItsRealisation

3.1.1 Overview

The principal idea (Fig. 3-1) isto provide afacility which allows
- to generate a system or program from a minimum of engineering information,

- to automate the generation of an executable system and to provide the environments for simulation
and the target system within minutes, and

- to provide an immediate feedback from the executing system by graphical figures and reports.

| Formal Definition = Congtruction Rules ~ —————m~ Executable System |

Engineering Information Standards Feedback

Configuration Options Fault Injector
Input Tool
Simulation
Support
pp Target
Output
about 15 minutes

Fig. 3-1: Automated and I nstantaneous Construction of a System from Engineering Information

Usudly, it is very time consuming to implement the architecture of a system and it takes a lot of time
until the first feedback is available. To shorten this time the idea of "Instantaneous System Generation"
was borne.

ISG takes the information about the architecture and topology, the behaviour as expressed by "input-
processing-output”, the performance figures and constraints and converts them directly into an
executable program which can be configured either for simulation or for execution on the target system.
ISG adlows a system engineer to immediately obtain a feedback on his (first) ideas and to perform
iterations until a satisfying solution is achieved. The functional refinement of the system can be done in
an incremental manner by plugging in the application functions into the behavioural skeleton established
by ISG.

The generation of the executable by 1SG and a run usually takes about 15 to 20 minutes depending on the
complexity and the size of the program. In case of MSL such a run for generation of an executable takes
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about 40 minutes. Its execution until the desired coverage is achieved takes about 20 minutes at a

command injection rate of 1/s.

3.1.2 TheOrganisation

FSM

(Initial State, Incoming Command) Action

(Final State, Outgoing Command)

States
user-defined states, "anystate", "asyncstate”

Commands
commands describe how to process the data

user-defined commands (implicitly by actions)
pre-defined commands

Action

call of user-defined function

ISG takes a formal specification
of behaviour, performance,
topology and communication
based on Finite State Machines
which is delivered by the engineer
by a table (Fig. 3-2). However, a
user is not forced to define "big"
state machines, if desired it is
sufficient to define just one state.
Additionally, generation and
configuration options have to be
provided by two more files. The

definition of S .
outgoing command ISG toolset takes this information
destination . .
channel and builts automatically a

amount of data

resource consamption For automated (stress) testing the

program.

Fig. 3-2: The Needed Engineering Information fault injection feature is available

which will insert additional code or modify the code in order to inject faults into the system during
execution.

As far as detailed functional algorithms are missing 1SG provides decision criteria for execution of the
program logics in order to allow for automated testing. Actions as defined by the engineer are either
selected randomly or sequentially one after the other. In latter case a repetition factor can be given so that
agroup of actions may be repeated before the next group is executed.

3.1.3 Feedback and Visualisation

As feedback the program generates reports, data flow and timing diagrams.

Reports inform about coverage of executed actions, states and state transitions, execution time,
consumption of resources, injected faults and observed exceptions like a time-out or a cycle overrun. The
delivered data may also be displayed by a spreadsheet program.

For tracking of data flow "Message Sequence Charts' (MSC) are produced (see chapter 7), but on
request any other format can be supported as well. The program may generate an MSC file in a format
compliant with the Z.100 standard of ITU [RD11]. The contents of such afile can be displayed by MSC
editors like the one from ObjectGEODE [RDO09] or Telelogic/SDT [RD10] and might be taken for further
verification as supported by SDL toolsets.

However, the data flow can aso be displayed on a screen by the ISG MSC viewer.

To alow for a better understanding of what is going on 1SG provides some extensions not included in the
ITU standard. Firstly, it allows to format and select information from what is flowing through the
communication channels: a user does not need to define data exchange formats in an artificial manner to
get the desired information displayed in a MSC. Secondly, the communication channel may be printed
with the data to visualise the transfer medium. Thirdly, a user may print debugging information like
which data are coming into a function or are generated by a function, when and where a state transition
occurs, afault isinjected or identified, or atimer expired.
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Timing diagrams (see chapter 7) allow to track the data flow over time at certain locations which may be
processes or devices like buses. In interactive mode a user may click on a certain event and the contents
of the message will be displayed (see chapter 7). By filter criteriaauser may select a certain subset of the
data flow.

3.14 Real-TimeProcessing

The ISG toolset supports real-time processing. Timer events and timeouts can be created and be reset,
cyclic tasks are supported and their compl etion within a given deadline can be monitored.

3.1.5 Fault Injection

Fault injection is supported by: (1) injection of erroneous commands / data, and (2) loss of signals /
message. Fault injection may either be done explicitly by a user or automatically by the toolset.

3.1.6 Integration with Existing Software

The 1SG toolset provides the capability for integration of existing software. This may happen in twofold
manner: (1) by linking this software directly with the ISG/V generated software, or (2) by remote access.
In case of event-driven simulation it is possible to synchronise all executables.

3.2 ThePrincipal Elements of the Organisation

The principa elements of the logical organisation are processes or (hardware) devic&iEI states,
commands, communication channels and resources. This chapter gives a definition of such principal
elements.

3.21 Processes and Devices

A process or device is aunit which can perform actions in response to an input and which communicates
with other such units through communication channels. When executing it consumes a resource which
implies blocking of this resource for other processes and a delay until the next action can be performed.

A process usually executes on aresource like a CPU, a device may be a bus and then it consumes the bus
cycles.

Processes and devices are the basic elements of a system architecture. The set of processes and devices
consist of user-defined processes/devices and pre-defined system devices. A user is free to define his
own set of processes and devices, but they must not conflict with the system-defined literals. Preferably a
user shall define the literals implicitly by the formal specification of behaviour and performance which is
provided by atable. Explicitly, a user can define literals by the file "easysystem.def". Thisis also true for
states, commands, logical and physical channels and resources.

3.2.2 States

A process or device may take a number of states like depowered, powered, initialised or operational.
Each state imposes some constraints on a process by limiting the processing capabilities: in state

1 The terms "process’ and "device" are synonyms of each other; for historical reasons the term "device" is more
frequently used.
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"depowered" a process is not available at all, in state "initialised" it may only perform a reduced set of
actions, while in state "operationa” its capabilities are fully available.

States allow to give a process different shapes.

Three sets of states exist: "anystate” (one member only), "asyncstate" (one member only) and "the set of
user-defined states'. This classification is of importance for handling of commands.

"anystate" and "asyncstate" are common states which allow processing of commands independently of
what is going on in a FSM: Consequently, a process can run two independent actions at a time. it can
execute a FSM step by step, receiving a command for each step, and in addition it can execute commands
independent of the FSM's without disturbing execution of a FSM.

3.2.3 DataProcessing and Commanding

The message format includes information ("command") about what the receiver shall do on reception of
the message. A sender may advise the receiver to execute some actions on reception of a message only,
or the command specifies which data are included and how to process them.

This alows to introduce a standard structure for a module like a process. Such a module identifies the
incoming comands and then branches to the related processing sequence according to its state. Some of
the commands may be common to all applications like to open or close communication lines. Some
others may be specific. In case of an incremental development approach commands and states may be
added step by step..

Hence, the principal structure will be based on
(1) acase statement regarding the states, and per state

(2) acase which coversall the incoming or possibly internally generated commands. Each branch of
this case includes the corresponding actions.

This alows to provide (1) templates which can be reused by every application and (2) to apply fixed
rules on how to expand the template to make it specific for an application.

Incoming commands are related to a state. As mentioned in the previous section states form three sets
and commands are related to each such set:

- commands related to "anystate"
- commands related to "asyncstate”
- commands related to user-defined states.

When receiving a command related to "anystate" a separate brach is entered where actions are defined
for al the commands which are independent of FSM's of a process. For "asyncstate” it is similar:
commands related to "asysncstate” are processed immediately when a message is received from a
physical channel. Thisis like interrupt processing and tehrefore processing should not take along timein
this case.

Hence, commands related to "asyncstate" will be served immediately by interrupting execution of
commands related to "anystate” or "user-defined states'. Latter two states will only be interrupted and
suspended on action level (see structuring of the command procedure table in chapter 4).

As specific actions following terms are reserved:
- period starts atimer cyclically
- resetperiod terminates a cyclic timer
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- timeout starts atimer to set atimeout for an expected command
- resettimer cancels atimer started by timeout

- deadline allows to check whether a deadline is met or not

- injerror initiates injection of an eroneous command

(including suppression of a command).

3.24 Channds

For communication between modules like processes "logical” channels are defined which are mapped
onto a set of physical channels like buses, RS232, RS422, TCP/IP, IPC, UDP, files, screens etc.

A number of physical channels may be grouped together to form a logical channel. Hence, two
equivalent physical channels like two buses may form a redundant pair of channels. Arbitrary
combinations are alowed. Redundant channels are identified by adding grouping information to the
standard information about physical channels.

A standard transfer procedure takes the message and forwards it through all the physical channels
selectively to the destination or in broadcasting mode. This approach decouples the application specific
routines from the system's topology and allows to introduce generic subroutines for data distribution
which are driven by data. This resultsin a high degree of reuse of the communication functions.

The message formats may also be used for module-internal communication, e.g. to be passed from
function to function as parameter. This way it is very easy to switch from interna to external
communication because no interfaces need to be changed. This prevents that changes of the topology or
of software-hardware partitioning will seriously impact the implemented software.

The standardised format also allows to introduce a single interface to receive messages within a process.
Similar to the output procedure the receiving functions convert the (physical) input into the same logical
format. This allows to start processing of data or of other events from a single location within an
application process.

To combine a number of physical channels to a set of redundant channels the "coverage” is introduced,
which indicates that the data shall be transferred only through one of a set of channels. The coverage
modes form the type "TyCoverage'. Pre-defined modes are "allroutes”, "allroutesreset”, "onceonly" and
"onceonlyreset". "onceonly" has to be added as attribute to a set of redundant channels to indicate that
the data shall be transferred through the first available physical channel. If more than one redundant
group shall be defined the postfix "reset" must be added to indicate the start of the next redundant group.
The attribute "allroutes' indicates that this physical channel shall be selected anyway and independent of
what happened previously for alogical channel.

The mapping between alogical channel onto a number of physical channelsis defined by afile requiring
the following format:

@ﬂ<dev> <logical channel> <physical channel> <coverage mode>
An example of such mappingis:

@ mms chl  busll onceonly
@ mms chl bus12 onceonly

2A"@" at the first position of a line aways indicates that this line is a valid, non-comment line. All other lines are
considered as comment lines.
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@ mms chl bus21 onceonlyreset
@ mms chl bus22 onceonly
@ mms chl filel onceonly
@ mms chl lanl alroutes
@ mms chl file2 alroutes

This information instructs the system to perform following actions in case process "mms' issues a
message through logical channel "chl":

1. from arouting point of view:
- therearefour physical destination channels: (busl11/busl?), (bus21/bus22/filel), lanl and file2
2. from atransmission point of view:

"onceonly" for busll and bus12 indicates that the message shall be transferred through the first
physical channel which is available: hence, the message is transferred via busll if busll is
available, if busll is not available it is transferred via busl2, if busl2 is not available the
message is |ost.

- similarly, for bus21/bus22/filel the message is transferred via bus21 or bus22 depending on
which channel is available, and if both are not available it is saved to filel (provided the
medium is available).

The mode "onceonlyreset" advises the system to start with a new group of redundant physical
channels, and to forget that the message may have already been transferred via bus11/bus12.

- lanl/ dlroutes defines that the message shall be transferred via lanl anyway
- thesameistruefor file2/allroutes

Hence, "allroutes’ initiates a transfer in any case, "onceonly" limits a transfer only to one physical
channel out of a group of redundant (physical) channels. The postfix "reset" enforces a reset of the
coverage counter which counts the number of transfers for a redundant group of physical channels.

Generic rules for the mapping from logical to physical channels can be given by the file
"easysystem.def".

If alogical channel is mapped to one physical channel only and a user does not want to have an option at
run-time to add another physical channel, then by a configuration option code can be configured such
that the physical channel can directly be addressed without access of the mapping file.

3.25 Resources

Resources are the hardware elements of the system like CPU, buses or other physical channels. For
simulation or linking it must be known on which resource a process executes and which resource it
consumes.

For aformal specification it is needed to specify the resource on which a process or device resides.

Consumption of resources is expressed by the number of resource cycles which are consumed. A range
and a mean value of resource consumption have to be specified for smulation. This information is
included in file timecons.in. If a user defines this information by the Command Procedure Table it will
automatically be included into thisfile.

To express the power of aresource and to allow for a comparison with other similar resources a resource
cycle is expressed by basic cycles given by file cycles.in. If aresource cycle of resource CPU1 amounts
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to 1000 basic cycles, and for resource CPU2 it amounts to 10 basic cycles, this means that CPU2 is 100
times faster than CPUL.

In simulation mode, for each resource a queue is established to schedule the processes and devices which
access it. The queue is priority-driven and pre-emptive. When consuming a resource a process or device
is blocked in the standard mode. In non-blocking mode it remains executable but suspends the action
which consumes the resource. After consumption of the resource it receives a message from the queue
manager that processing of the action can be continued.

3.2.6 Data Exchange Format

For message exchange two types of formats are introduced (see also chapter 2):
- a"short" format which only carries afew data or a command only
- an"extended" format which includes additional ("attached") datain a user-defined format.
The data packet built according to these formatsis called a"message".
The "short format" includes the following information:
- information about the sender
- information about the receiver
- information about what the receiver shall do on reception of the message ("command")
- priority of the message
- short information contents (some data)
- format type (short, extended, format of attached data/information)
- length of the complete message (including the attached data)

- timing information
e.g. when the message was sent initially or actually (in case it passes several modules).

The extended information is added after the end of a short message.

The code generated by the toolset will automatically decode the messages and provide the attached data
by a separate byte-array to the user-defined functions. Similarly, code is generated to attach user data
automatically.
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3.2.7 Interfaces

Due to standardisation of input and output interfaces a system's architecture can be built from generic
code units. This allows the mapping of logical onto physical channels and to cover redundancy, fault
tolerance, reconfiguration and access of heterogeneous physical channels via a unique logical interface.
Also, transparent distribution of processes across a network becomes possible.

Fig. 3-3 shows the principal organisation of input and output management.

Sandard Message Tracing / output
Data Send ~a(ff
Format
Logical e
Output Capability to master
Channel reconfiguration
fault tolerance / redundancy
Physical Fault Tolerance heterogeneous physical channels
Channels \
Communication Media Pr Data_ 4 Transparent Access through Logical Channel )
ocessing
bus
Physica 'PC/
- TCP/IP
Channels Physical Channel:
ISDN
) file
Llogl cal screen
nput
Channel N <
Sandard Message Tracing / input
Data Receive [}

Format

Fig. 3-3: Sandardisation of Interfaces and Management of Input and Output

3.3 How to Establish a New Project

To start anew project a user customises the three principal files
- cmdproc.in

the "command procedure table"
a file which includes the formal definition of the operations in terms of behaviour, performance,
architecture and topology,

- easysystem.def
a file which includes configuration and code generation options and possibly explicit declarations

of system elements,

- easyconf.h
afile which includes configuration code generation options to be provided to the C compiler.

Having provided all the engineering and configuration information a user starts the script
"createapplfiles’ with the project's name as parameter. This script evaluates al the information and
builds the program and the environment for compilation, linking, execution and result analysis. It takes
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SDL (if desired) and C templates, template of input data files and generates all the required source and
datafiles for the given system configuration.

When the script has executed such steps the system is already executable by the simulator or on a target
system and afirst feedback can be obtained. Depending on the complexity of the system it takes about 10
to 20 minutes to generate everything from scratch what is needed for execution. By execution graphical
figures of data flow (M SC) (see chapter 7), propagation of data over time (timing diagram) (see chapter 7
and reports (coverage, exceptions, injected errors, see chapter 7) are provided. On activation of an option
the generator inserts automatically actions for fault injection.

Then, the user can incrementally add functionality in each of the processes by adding and expanding
branches according to the commands to be processed After each (structural) extension or modification of
the command procedure table or by modification of user-defined functions the system may be subject of
validation either by the simulator or on the target system.

Validation support may be extended by interfacing with other tools like ObjectGEODE.. EaSySim I
provides library routines by which the source code can be instrumented for resource consumption and
performance simulation, generation of Message Sequence Charts (MSC's) and timing diagrams, and a
utility which removes the instrumentation automatically. The ObjectGEODE simulator and verifier allow
to formally check the message exchange and the behaviour of the system. Interfaces to other formal
verifiers can be made available on request.

By the commands which are included in each message the communication between each module is
formalised in the sense that

- aset of commands can be defined which are to be processed by a module and which are legal input
this also implicitly defines what is not alegal input

- aset of output commands (if any) can be correlated with each possible input command forming a
command consequence.

Hence, a system's activities are described by the data flow between the modules and the associated
commands. This allows to perform automated testing based on the input-output mapping of commands
and validation of the data and command flow already in an early development phase when the
functionality is not fully implemented, but the principal functionality and the resources are already
known.

3.4 Formal Specification of Behaviour and Performance

The interaction between a system's elements is defined via the "Command Procedure Table" (CPT) to be
provided by file cmdproc.in. The principal organisation of this table is shown by Fig. 3-2. Each line of
this table relates the triple (device/process, inital state, incoming command) with a number of actions. An
action consists of processing of a user-defined function, issueing of an outgoing command (if any) to a
destination process or device (the outgoing command may be sent to the processing device itself),
consumption of aresource, and entering of afinal state. A number of actions related to (device/process,
inital state, incoming command) may be grouped (Fig. 3-4). On reception of a command one group is
executed depending on conditions defined by the user (via a macro file) or randomly or sequentially in
case of simulation or still missing user code.

SMSL-RP-001-BSSE  Issue: 1 Rev.: 0 Date: 05.11.1999
ESTEC Contract No. 13309/98/NL/MV

-33-



Dr. Rainer Gerlich

BSSE System and Software Engineering

FSM

(Initial State, Incoming Command) ~———m=  Action —— (Fina State, Outgoing Command)

(Initial Statel, Incoming CommandX) ———= | Action1,X,1 | ——= (Final StateY, Outgoing Command1X1)

(Initial StateA, Incoming CommandB)———~ | ActionA,B,1| ——— (Final StateZ, Outgoing CommandAB1)

Formal Specification
(Initial Statel, Incoming Commandl) ——» | Action11l | ——» (same state, Outgoing Command111)

Actionlln | — > (same state, Outgoing Command11n)

Group 1

Actionlin+l] ———= (same state, Outgoing Command11n+1)

Actionllm | —— (same state, Outgoing Commandl11lm)

Group 2

Group 1

Group 1

Fig. 3-4: Detailed Organisation of the "Command Procedure Table"

The elements of each line are;

"@" toindicateit isavalid line

A name of a user-defined function to be executed if (device/process, inital state, incoming
command) is matched, the term "none" may be used if no user function shall be called.

An indicator "u", "i", "I" or "s' telling the system whether a stub shall be generated for this
function ("s", "i", "I"), or it isuser-provided ("u").

In case of "s' a dummy body is generated which includes instrumentation for testing and load
generation. In caseof "i" the function body includes #include "funcbody <device>" and activates
the relevant code of a function by compiler switches so that external user code can directly and
automatically be included.

The difference between ("i", "I") and "u" isthat in case of "u" the user has to provide the function
completely, while in case of "i" or "I" the function prototype, data declarations, copying of input
and output data into/from memory and the return are provided by the system. This simplifies the
handling for the user.

Device/ process ("src") to which the following information is rel ated

In case of separate address spaces per process only the relevant lines are taken.El

3 By the configuration option "MEMORY TABLES" and "MEMRESFIELS' of file easyconf.h a user may control
whether the data are read in from file or source code for initialisation is generated.
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The number of instances of this device.
Only thefirst line per process is eval uated.

The state (initial state, "initState") in which the command is received.
"anystate" and asyncstate" may be used here if required.

The incoming command ("cmdin")
The keyword "injerror" may be used as "cmdin" which means an error is injected for an action
related to a group of "cmdin".

The outgoing command "cmdOut”

In case no message shall be issued "noCmd" may be specified.
The keywords "period”, "resetperiod”, "timeout", "resettimer" and "deadline" may occur here to
initiate specific actions for timers.

The group indicator (see Fig. 4-2).

Theterms"f","s", "I" or "0" may appear here.
"f" indicates it is the first line of agroup of several lines, "s" it is the inner line of a group, and "I"
itisthelast line of agroup. "0" isused if the group has only oneline.

The range (minimum, maximum) for repetition of a group in case the user conditions shall not be
applied or are still not available. The actual value will be randomly calculated at run-time when the
first line of the group is executed. When the upper limit is reached the next group will be executed.

In case cmdIn="injerror" these two columns specify the probabilty for fault injection: the first
column (minimum) the mantissa, the second column (maximum) the exponent yielding a
probability of (col1)* 10¢012,

The priority to process the outgoing command at the receiving process or to transfer the command

The priority is assigned to the outgoing command. It does not impact the processing of the
incoming command. The priority by which an incoming command is processed is taken from the

arriving message.
0 indicates the highest priority, 255 the lowest priority.
The broadcasting mode ("b","B","s","S").

By the broadcasting mode the distribution of the comands is controlled. In case of "b" or "B" the
command is distributed to all receivers connected to a physical channel, in case of "s' or "S" the
command is only distributed to the process/device given by the destination field.

In case of capital letters the current time is moved into the starttime-field of a message which
allows to measure response times.

Thelogical channel through which the outgoing command shall be transferred.

For local processing of acommand the reserved, pre-defined term "localCh",

for handling of the timer actions the term "timerCh" is inserted automatically by the toolset
overriding a user-defined value.

The resource(s) which the device src consumes when executing the action.

The minimum, mean and maximum values have to be provided by the three following columns.

In case there is only one instance of a process/device or al instances execute on the same resource
this column just takes the one resource.

In case instances do not share the same resource a list specifies the resource usage. It has the
following syntax:
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<instance>=<resource {/<instance>=<resource} 0.n
All instances must occur in thislist if they do not share the same resource.

- The minimum, mean and maximum values for time consumption or for timer activities.
This triple is inserted into file timecons.in and gets the name "autocons<xxx>" where xxx is a
unique, numerical identifier per process. The actual value of time consumption is randomly
calculated from this range so that the mean value is met.
If cmdOut is not a reserved command for timers (timeout, rewettimer, period, resetperiod,
deadline) the figures express the number of consumed resource (e.g. CPU) cycles. If cmdOut is
one of the reserved timer commands, the figures express a duration in seconds.
At run-time a random value is derived from the given range in case of timeout, period and
deadline.

- Thedestination process/ device <dest>.
- Theinstance number "instd"of the destination process to which the message shall be sent.

If the valueis"0" than the current instance number of the receiving processis taken, if it is>0 the
message is sent to (<dest>,"instd") which implies that all instances of <src> will sent the message
to the same instance of <dest>.

- Thefinad state <finState>.

If <dest> = <src> and the actual line is the last line of a group (0" or "I") then <finState> is
entered after processing of this line. Otherwise, for <dest> != <src>, <finState> indicates that is
expected that <dest> will receive the outgoing command "cmdOut” in state <finState>.

The tool will check if (<dest>,<finState>,<cmdOut>) is defined.
- The minimum, mean and maximum value of the attached data.

During simulation or missing user-defined functions the amount of data to be attached is cal cul ated
randomly at run-time from within the given range so that the mean value is met. Thisisto generate
representative data traffic.

- Thetype of attached data: binary ("BIN") or ASCII ("ASCII").
This allows to handle and display the attached datain an appropriate manner.

A dash ("-") may be inserted instead of a valid term to get the contents of the corresponding value of the
same column of the previous line.
35 Semantics
The following semantics applies:
35.1 Incoming Commands
The term "injerror" may be used in the "cmdIn” field. Then the outgoing command is issued as specified.
Following rules apply:

1. Multiple"injerr" commands may occur to the same cmdin

2. If cmdOut="anyCmd" a command is randomly selected out of the user-defined commands.

3. Therulesfor <dest> and <finState> remain valid.

4. The two columns specifying the repetition of group execution specifiy the probability for error
injection regarding the actual line (see previous section).
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3.5.2 Outgoing Commands

The terms "noCmd" or "NOP" may be used to indicate that no command shall be issued.

The following terms are related to timing:

1.

timeout

defines a timeout between the last cmdOut and the cmdin as given by the timeout line
when the associated cmdOut is issued atimer TO<cmdIn> will be started
the timeout will raise an exception and generate a command EXCTO<cmdIn>

in case of an exception the command EXCTO<cmdIn> will be issued via the given channel
(logCh) to the destination device <dest>. The destination device must be prepared to receive
EXCTO<cmdin>

execution of the (next) cmdin for (src,insts) in the specified state <finState> will reset all
associated timers

the timeout value is taken from the time consumption columns at run-time
the unitof these columnsis a " second”
The rules for <dest> and <finState> remain valid.

no resource is consumed

. resettimer

resets the timer TO<cmdin> and preventsthat it will expire.

This command is automatically inserted at the beginning of the (initState,cmdin) sequence if
the related option is set at code generation time

no resource is consumed

deadline

defines adeadline w.r.t. to start of the associated cycle of agroup
the deadline is checked and an error message is created if the deadline is exceeded

the deadline refers to the reception of the cmdin and execution of the first action of the same
group
the deadline value is taken from the time consumption columns at run-time

the unit of these columnsis a"second"”
Therules for <dest> and <finState> remain valid.

no resource is consumed when this command is executed

. period

defines a cyclic activity by creating atimer CY CLIC<cmdin>

when the timer CY CLIC<cmdIn> expires acommand CY CLE<cmdIn> isissued

al commands related to CY CLE<cmdIn> are scheduled cyclically according to the usual rules
the associated cmdin must not appear as cmdOut (thc)

the period value is taken from the time consumption columns at run-time
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- theunit of these columnsis "second"
- noresourceis consumed
5. resetperiod
- resets the timer CY CLIC<cmdin> and terminates the cyclic activity.
- logCh, dest, and instd are ignored

- No resource is consumed
3.5.3 Mapping of Logical Channels onto Physical Channels

This mapping can be done by means of mapping rules provided by easysystem.def.

Several rules may be given. If arule matches and there is an intersection with following rules, the next
rules do not apply any more. If no rule has matched then for mapping between logical and physical
channels the default physical channel is associated with the logical channel.

The mapping rules apply to all instances of a device/process.
Definition of the default physical channel:

DEFAULTPHY SCHANNEL <coverage> <physical channel>

For "coverage" see chapter 3.4 above.

"physical channel" must be an existing physical channel.

M or e sophisticated mapping rules:

The mapping rules for devices/processes and logical channels may be given in the following manner:

@ch <process/device pattern> <pattern for logical channel(s)> <coverage> <physical channel>

Example 1:
@ch* ch2  alroutes screenl
@ch* * allroutes udpl

Above two lines mean:

Linel: For al devices/processes the logical channel "ch2" is mapped onto "screenl" with coverage
"alroutes’ (i.e. no constraint on bundeling of channels for fault-tolerance)

Line2: The remaining logica channels of all devices/processes will be mapped onto physical

channel "udp1"
Example 2:
@ch* chFT onceonlyreset lanl
@ch* chFT onceonly lan2
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Above two lines mean:

Line1: For al devices/processes the logical channel "chFT" ("FT=fault-tolerance") is mapped onto
"lanl" with coverage "onceonlyreset" (i.e. the coverage is reset and it is indicated that
channels are grouped)

Line2: The same logical channel is also mapped onto physical channel "lan2" with the constraint
that it is used only if the previous physical channel is not available

Both rules apply to all processes/devices.

354 Checks

The toolset checks by utility "checktbl™ the correctness and completeness of the provided information.

Structura errors in the table lead to an abort of system generation. Other errors or warnings (e.g.
incomplete specification, missing devices, states, commands) do not cancel the generation process, but
may cause an (recoverable) error at run-time.

Following checks are executed:

- if thetriple (source device, initState, cmdin) isissued as (destination device, finState, cmdOut)
if not, awarning "code unreachable" isissued.

- if thetriple (destination device, finState, cmdOut) is expected as (source device, initState, cmdin)
if not, awarning "codeis misssing" isissued.

- if exactly oneresource is assigned to an instance of a device/process.

- if exactly one exception handler in the desired state is defined for a timeout

- if acyclicactivity isdefined as an input in the desired state

- if the grouping is done correctly
i.e. if thetriple (source device, initState, cmdin) holds for one group defined by ("f", {"s",} "I"} or

"o".
Errorsrelated to this check lead to an abort of system generation.

3.5.5 Extensionsof the Concept

In addition to the terms introduced before three more terms are allowed to be inserted in the fields of a
command line to make the engineer's life easier. However, the drawback of the usage of such terms is
that formal checks can only be applied at run-time and not before compilation. Therefore warning
messages are issued in case these terms are found.

Such terms are:
commands:
udc "user-defined command"

Thisterm is a placeholder to indicate that the actual command is provided by the user at run-time
out of the set of allowed commands. This allows to dynamically create outputs.

"udc" is only allowed as outgoing command.
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processes/devices:
rts "return-to-sender”
Thisterm is used to derive the destination of an outgoing command from an incoming command.

When a command line shall respond to inputs from several devices this generic term alows to
send data back to the sender. This may be used to acknowledge reception of data received from a
number of devices.

"rts" isonly allowed as destination device.

states:
anyuserstate

"Anyuserstate” alows to leave the state at the destination open. This option should rarely be used
as it turns the approach from formal to informal. However, in some cases it may be justified to
apply it.

"anyuserstate” is only allowed as state of a destination and the destination must not be identical
with the receiving device.
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4. TheVerification and Validation Strategy
4.1 Rational

The verification and validation (V&V) strategy is based on the approach of early system validation
(EaSyVaDe, [RD2, RD3b]) and experience with this approach by several pilot applications and rea
projects. The goal is

- to provide means for risk reduction early in aproject's lifecycle,
- to provide support for behavioural and performance validation
- tosupport V&V over the full lifecycle on host and target

- to provide V&YV means which do not necessarily require deep knowledge and understanding of the
application

- to reduce the costs for system development.

The HRDMS project [RD02] showed the need for performance validation and the related benefits. The
OMBSIM project [RD3b] introduced a formal description of behaviour by means of SDL and combined
behavioural and performance validation.

A magjor step was the introduction of Finite State Machines (FSM's) by SDL and the related verification
technigues like simulation, especially exhaustive simulation. However, it turned out rather soon that the
powerful verification means fail for practical cases due to state explosion, at least when trying to verify
the complete system. This limits the verification to some specific scenarios by means of filtering and
constraining the number of system components. It also was recognised that there are slight or magjor
differences between the system as used for verification by simulation and the later target system.

On the other side, it was identified that introduction of performance aspects reduced the number of
system states and helped to succeed with exhaustive simulation. Also, it was needed to move such parts
of a system to C in order to hide to the tool what was not needed for verification of behaviour and to
simplify such parts which remained visible for SDL.

This required to enhance the commercial SDL environment by a lot of features, raising finaly the
guestion if with the same effort it would be possible to enhance a C development environment such that
it can take benefit of the formal solution as supported by SDL.

Obviously, the strong points of SDL are the use of FSM's and the formal description of behaviour, the
related capabilities for verification and the visualisation of the data flow by Message Sequence Charts
(MSC). However, thisalso could berealised in C, because SDL istrandated into C for execution. Hence,
the idea of interfacing with SDL verification capabilites from C was borne.

Moreover, it was observed during a larger project (CADIS, [RDO08]) which was based on SDL and C that
gtill a significant effort was needed for implementation of a system. The high productivity figures
observed during the first pilot applications decreased when the functionality of the system increased. The
high saving of costs observed at the beginning was related to the automated generation of the process
interfaces and communication software, but the expansion of the FSM's still needed to be done manually
which decreased the productivity figures significantly.

This lead to the conclusion that a higher degree of automation is needed: the idea of 1SG was borne.
During the CADIS project afirst attempt was made to standardise the construction of FSM'S. Manually,
this approach was tested and improved so that finally clear rules existed which allow for automated
construction of a system's software.
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On the other side by the OPAL project [RD07] experience was gained on automated test stimulation of a
system based on SDL. Now, only a fina step was needed to combine both features to a unified
development and V&V approach.

The MSL project was interested in this approach and this opened the chance to apply the approach
continuously from the first phase to the final phase and to gain experience by areal on-board project.

In the first approach the system was intended to be based on SDI, but after some months of discussion the
project decided for a pure C environment. Some of the reasons were;

- theneed for UDP and an option for a transparent switch between UDP and message queues,

- the high number of processes which were expected and which would have lead to state explosion
rather soon and which would have prevented a verfication of the complete system.

This decision initiated a bi-valent strategy: to support the SDL environment and the pure C environment
so that a user can select the environment he thinks it is the best one in his case.

4.2 TheCornerstones

The cornerstones of the V&V strategy are:
- formal description of behaviour by means of FSM's
- formal description of distribution and resource allocation

- formal description of performance
(resource consumption, amount of exchanged data)

- formal description of the communication channels

Based on this information the software system can be constructed automatically such that it is
immediately excutable. This allows for an incremental development approach. The user specifies on high
level the properties of a system (behaviour, performance, distribution, topology) and by ISG an
executable is automatically generated. A user may define interfaces to functions for which stubs are
generated and into which a user later can plug-in the real functionality.

All this information (currently) has to be provided by a table which may be derived from a spreadsheet.
The contents of this table is subject of formal checks due to formal relations defined between the
entitities of this table.

Firstly, from this table code can be generated automatically. Secondly, test cases can be derived
automatically. Thirdly, error injection can be formalised and automated. Last but not least it is possible
to add automatically some functionality about which auser does not need to care himself.

Such automated extensions address e.g. the reset of timeout monitoring or the construction of a command
dispatcher.

43 ThePractice

Asit is shown by Fig. 4-1 the whole approach is based on the ISG concept implying a formal definition
of a system and allowing for automated construction of the software and the V&V environment. This
yields two parts: the real system as needed to perform the system operations, and the stimulation and the
tracing part.

While the operational part heavily depends (obviously) on the actual application, the (generic)
stimulation part remains fixed and only receives information by data tables for details of test stimulation.
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Now, for V&V there are the following main aspects to be considered:

- firstly, by test stimulation and tracing of results of the operational part a number of figures can be
derived which alow identification of errors (cross-checks on what was defined and what actually
is supported)

- secondly, by built-in checks introduced into the operational part compliance with desired
behaviour can be checked and inconsistnecies can be detected

- thirdly, the checking, coverage, analysis and reporting concept which is based on the formal
definition alows to identify inconsistencies which cannot be deteceted by the lower level
represented by "system stimulation” and "system operations”.

Checking
Coverage, Analysis
and Reporting Concept

Formal Error Detection

System Stimulation System Operations
and Cross-Checks .
Tracing Built-In Checks

Automated System Devel opment
Formal System Definition
I1SG

Fig. 4-1: The Components and Principals of the V&V Srategy

This "roof" is based on formal relations and allows to identifiy errors even if an engineer and the V&V
environment do not have any knowledge of the desired system operations. Hence, the concept enables the
V&V environment to identify problems without being asked for.

The identification of errors is symmetric and applies to the infrastructure, the test stimulation and the
system operations part. As was mentionned before the environment was derived from existing software,
but included a number of new features. So a number of errors were aso detected in the V&V part, in fact
more than in the application (represented by the command procedure table) due to the large number of
options and branchesin the V&V and ISG software. And it took alot of more time to identify such errors
in the supporting environment. However, this also indicates the future cost saving because a well-tested
infrastructure is available now.

Errors which cannot be identified by the lower level are identified by the checking, coverage analysis and
reporting concept. Such cases occur when the system remains quiet like for a response for which no
timeout condition is defined or when the wrong instance is addressed and responds. In such cases the
coverage analysis identifies a non-covered command line for an instance.

During the first phase of V&V most of the errors will be detected by the lower level or by static analysis
of the command procedure table. During this phase the goal isto get the system running at all.

Then during the second phase the goal moves from "getting a reaction from the system” to a higher
demand of "getting a complete coverage” of system activities.
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4.4 MoreSupport by Formal V&V

During the activities for the MSL project the responsible engineer identified that more advantage can be
gained by the formal system definition. He recognised that it is very easy to correlate external commands
with internal command sequences. This was discussed and the result was that the ISG environment was
extended by a feature for automated construction of a command dispatcher which converts externa
commandsinto anumber of (timed-out) sequences of internal commands.

The benefit of this approach is that also the external commands are now formally defined and conflicting
information can be identified. But the higher advantage is that there is now an a-priori / built-in
consistency between the external commands and the internal command sequences.

45 Portability

The software generated by 1SG and V&V is completely portable: the user just requests generation of
executable code for the desired platforms like UNIX(Solaris/Linux) or VxWorks and starts it on this
platform.

This alows to perform the V&V activities in a comfortable and powerful UNIX environment in which
the errors can be removed and the system can be verified and validated. Then in a second step the V&V
activities can be continued in a real-time envrioment like VxWorks where only errors related to specific
real-time constraints should occur, if any.
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5. ThelnputsRequired for theV&V Activities

For the 1SG approach three basic files are required from which the (software) system is built accordingly
and stimulation of the system and its componentsis derived from.

Such files are:
- the"Command Procedure Table" with (default) filename "cmdproc.in®.

This table describes by its lines the behaviour of the system (Finite State Machines, FSM), the
communication between its components, the communication mode and the (estimated) amount of
data to be exchanged, its resource consumption (how much of which resource), and its distribution
across a hetwork (if decentralised).

Each action of the system (triggered by an incoming "command") is represented by one line or
several lines grouped together. In response to an incoming command a command may be issued (or
not), an application function may be executed or an internal service may be asked for.

As this table defines what the system shall do in repsone to incoming commands (received in a
certain state) it is caled the "Command Procedure Table" (CPT). This table includes al the
information necessary to build an executable (distributed) system and to analyse the feedback from
the specified behaviour and performance constraints.

Also, the correlation of external commands with internal command sequences may be defined. In
this case the command handler and dispatcher and test stimulator are derived directly from the
information included in thistable.

Moreover, a number of checks can be applied to the table contents because there exist a number of
formal relations between the various entities of information which alow cross-checks on
consistency and compl eteness.

- the"System Definition” file with (default) filename "easysystem.def".

This file includes options which impact additional properties of the system like options for error
injection or test stimulation, definition of the network topology and its properties, definition of the
starting command and process and so on.

- the"System Configuration" file with (default) filename "easyconf.h".

Like the System Definition File this file also includes options which impact how the final system
looks like. However, such options are related to the implementation language C and hence this file
is directly included into the C code. Such options are e.g. switches impacting test printouts, CPU
load generation, calibration constants, activation of message queues or UDP and so on.

The only input received from the MSL project was a "big" "Command Procedure Table" defining al of
the properties and attributes of the MSL (software) system. A preliminary smaller table was already
received after about one month since project's start in order to check the feasihility, the completeness and
the common understanding of the approach.

Then a second and nearly complete version was provided (the "big" table consisting of about 500
command lines) which was subject of the V&V activities. This table was updated according to the
obtained results of V&V until

- a100% coverage of command lines and of states was achieved,

- the observed behaviour of the system was as expected,
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- no error messages were printed prior to execution or during execution by the toolset and the
executing environment.

The MSL project established the command procedure table as EXCEL spreadsheet and exported its
contents to ASCII text which was taken as input for system generation and V& V.

From the MSL command procedure table the executable system with all its parameter-files and the
packages for the two nodes (CPU'S) were automatically established from scratch within about 40 minutes
(including compilation). After about 15 to 20 minutes execution time a coverage of at least 2 per external
command was achieved at arate of 1 external command/s and the the run was automatically terminated.
Hence, after about 1 hour a complete evaluation report was available.

After identification of the reported anomalies like flagged errors or "achieved coverage<100%" for
command lines and states the table was updated locally (at BSSE) and at the project's site (at KT) in case
of small changes, or a new update was sent by e-mail by the project in case of major changes.

A statistic on the size and complexity of the MSL (software) system as represented by thistable is shown
below.

oo e e e e e e e e e e e e e e e e e e e e eme— oo +
+ | SG Table Statistics |
oo e e e e e e e e e e e e e e e e e e e e eme— oo +

Commpn statistics:
USERPROCESSES=37
G.OBCMVDS =159
SPECCMDS =66

TOTUSERCMDS =225
USERSTATES =41

Statistics for the basic |SG table:

LI NES =476
STATETRANS =284
OGROUPTRANS =185
FLGROUPTRANS =99

EXTCMDLI NES =149
EXTCVDSEQUENCES=149
EXTTOCMDS =121

TRANSPARENTCVDS=5
Statistics for the expanded |SG tabl e:

ACTI ONLI NES =534
STATETRANS =284
OCROUPTRANS =225
FLGROUPTRANS=117

The term "basic table" means the table as delivered by the project while "expanded table" means the final
table after processing by the 1SG toolset which added lines for automated reset of timeouts and for
automated injection of commands or for error injection.

There are 37 user-defined processes and an amount of 225 commands by which these processes are
communicating. The total number of user-defined states is 41 (enumeration list). 111 states are included
in the 37 processes. The number of states of a process ranges from one state up to 36 states in case of the
initialisation process.
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The basic table includes 476 commanding lines which represent 284 state transitions (including a
transition to the same state). There are 185 single-line transitions and 99 multi-line (grouped) transitions.

149 external commands can be received by MSL, of which 121 are correlated with a timeout condition.
Amongst such there are 5 transparent commands which are directly forwarded to the destination process
while al the other external commands will be pre- and/or post-processed by the command dispatcher.

A small and compressed part (including only the most important information) of the MSL command
procedure table is shown on the next page.

For the 149 external commands 447 stubs are automatically generated for pre- and post-processing and
syntax checking.

A small part of this command procedure table (part of the iniitalisation procedure) is shown on the next
page, an explanation is given on the page after the next page.
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sysi
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RPRNRE RRR

R RERRe

=

State at
Destination

sanest at e
anystate
st at e0

samest at e
anyuserstate
anystate
statel

samest ate
anyuserstate
anystate
state2

sanest at e

# InitState I ncom ng Processi ng Comrand Channel CPU TO Destination
Comrand Functi on To be sent Node Process
1 anystate sub_initcend init_digdael sub_initcnd chl fcu - di gdae
1 stateO subinitreturn none ti meout chl fcu 2 sysinit
1 anystate sub_initend none nocnd chl fcu - sysinit
1 stateO subinitreturn none resettiner localch fcu - sysinit
1 stateO subinitreturn init_digdae2 sub_initcnd chl fcu - di gdae
1 stateO subi nitreturn none ti meout chl fcu 2 sysinit
1 stateO subi nitreturn none nocnd chl fcu - sysinit
1 statel subinitreturn none resettinmer localch fcu - sysinit
1l statel subinitreturn i nit_anadael sub_initcnd chl fcu - anadae
1 statel subinitreturn none ti meout chl fcu 2 sysinit
1 statel subinitreturn none nocnd chl fecu - sysinit
1 state2 subinitreturn none resettiner localch fcu - sysinit

sysi

The contents of the columnsis:

Source process

#

InitState

Incoming command
Processing Function
Command to be sent
Channel

CPU / Node

TO

Destination process

#

the process receiving a command

the number of instances of the source process

the state of the source process in which it receives the incoming command

a command from another (or the same process) triggering an action / state transition
an aplication function to be called when the command line is executed

acommand possibly to be sent at completion of processing of the actual command line
the (logical) channel through which the command shall be sent

the resource/ CPU on which the action is executed

the value of the timeout if "command to be sent” is "timeout"

the process which shall receive the outgoing command

the instance of the destination process
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which  the destiantion process shall receive the outgoing command

SMSL-RP-001-BSSE Issue: 1 Rev.: 0 Date: 05.11.1999
ESTEC Contract No. 13309/98/NL/MV

-49-



Dr. Rainer Gerlich

BSSE System and Software Engineering

The meaning of theselinesis:

Linel Theinitialisation process receivesthe sub _init_ cmd and forwards it to the "digital daemon #1"
Line 2 It expectsthe response "sub_init_return” within atimeout condition of 2 s and initiates a timeout
Line3 It switchesto "state0"

Line4 The response from the digital daemon is received and the timer is reset

Line5 It sendsanother sub_init_cmd to the "digital daemon #2"

Line 6 It expectsthe response "sub_init_return” within atimeout condition of 2 s and initiates a timeout
Line7 It switchesto "statel"

Line8 The response from the digital daemon is received and the timer is reset

Line9 It sendsanother sub_init_cmd to the "analog daemon #1"

Line 10 It expects the response "sub_init_return" within atimeout condition of 2 s and initiates a timeout
Line 111t switchesto "state2"

Line 12 The response from the analog daemon is received and the timer is reset

andsoon...
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6. ThePerformed V&V Activities

6.1 Overview

The V&YV activities were performed by the following steps:
- visual checking of the table contents
- check of the consistency and completeness of the table contents by the "checktbl” tool
(check of compliance with the command table syntax and semantics)
- execution of the generated (softwar €) system
-- check of text output for error messages
like"illegal command for the present state"
-- check for completeness of (expected) state transitions
like for the initialisation process
-- check of the message sequence charts for error messages and anomalies
either ASCII file or graphics
-- check of the timing diagrams for unexpected patterns
-- check of the coverage figures
coverage of states and command lines
-- check of CPU and network utilisation
-- check of timer load
-- check of comamnd buffer load
-- check for exceptions
-- check of response times
- automated stimulation of all processes of the system
(except some special ones like sysinit, cmdhandler, digdae and anadage)
observation of system behaviour under stress testing
- automated error injection for all processes of the system
(except some special ones like sysinit, cmdhandler, digdae and anadage)
-- observation of achievable coverage
-- check for error messages
-- check of occured exceptions
The V&YV activiities were performed on a UNIX/Solaris/UItraSparc platform.

Pre-tests on the target SPLC platform, especially performance tests have been executed and integration of
asimplified system version was performed.
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Full integration of the system on its target platform is expected in about two weeks. Then realistic figures
on CPU and network utilisation and on response times will be available. Unfortunately, such tests could
not be executed before the official delivery date of this document.

6.2 Categorisation of the Identified Errors

The V&V activities were performed in the sequence described in the previous section. The identified
errors are classified into five categoreis:

- errors detected by visual checks and tool support at pre-run-time

- errors detected by execution due to error messages and abort of sequences
- errors detected at post-run-time by coverage analysis

- potential problemsidentified by stress testing

- potential problemsidentified by error injection.

The type and number of detected errors not only depends on the application and its complexity, it also
depends on the development and V&V environment. As can be seen by the report given below some
errors are strongly related to the operations by which a system's behaviour is defined: in this case a
significant number of errors was related to copy/paste operations when the contents of the copied line
was not completely changed. Also, frequently the wrong destination of a message was specified, in most
the wrong instance number.

Vice versa, by the absence of some error types it may be concluded that the applied approach prevents
such type of errors.There was no error related to a communication channel because ISG is in charge of
managing the communication. No false alarm occured due to a missing reset of a timeout because thisis
handled automatically.

Regarding the high complexity of the MSL software system (37 processes, about 230 commands, 111
states) the number of identified errors seems to be relatively low.

The type and number of errors found at pre-run-time, run-time and post-run-time are an indication of how
well the set up of the system definition can really be done: no very serious errors were detected. About
50% of the errors were related to copy-paste of comamnd lines and forgotten changes. A minor part was
related to the complexity of the required behaviour, e.g. when more than one process level was involved
to provide a feedback, i.e. a process receiving a command has to involve another process before it can
respond. Another error type was that it was forgotten to respond (because another activity was initiated)
or awrong destination was specified.

6.2.1 Visual Checksand Automated Checksat Pre-Run-Time

These actvities checked the global structure of the command lines and the correct understanding of the
semantics. At aminor part errors were detected by visual checks. Most of the errors were reported by the
checking tool.

Typical errors detected by visual checks are:

- repeated execution of the same UDF (user-defined function) within a group of command lines
related to the same incoming command

- wrong use of a'-' to take the contents of the same column of the previous command line.
- wrong definition or selection of the destination state in case of timeout requests
- wrong position of the state transition within a group (not performed by last line)
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- wrong destination instance (twice "1" instead of "1" and "2")
if not detected by visual checks such an error will be detected by coverage analysis

To amajor part errors were detected at pre-run-time by the checking tool. Such errors are:

- the combination "source process / initState / incoming command” does not occur as "destination
process / destination state / outgoing command" (non-reachable code)

- the combination "destination process / destination state / outgoing command" does not occur as
"source process/ initState / incoming command” (missing code)

- conflicting assignment of resources (CPU's)

- inconsistencies between a specified timeout of an external command and the responding command
of the process ("nocmd" instead of an ack-command)

- structural inconsistencies of groups
Also, the C linker detected an error due to multiple use of the same symbol name

- multiple use of the same name of a UDF for different processes (by copying)
recognised during compilation

Some features which were introduced due to operational needs or for higher user comfort reduced the
degree of formality so that the related errors could no longer be detected at pre-run-time but at run-time
only. Such features are:

- RTS return to sender

This feature was needed for operational reasons as the same input command could come from
different sources (e.g. sub_init_return in case of sysinit), otherwise a high number of specific cases
and lines would be needed.

In a later version by more sphisticated analysis most of the related errors can be detected at pre-
run-time again.

- uDC user-defined command

This feature allows to keep the triplet "destination process / destination state / outgoing command*
completely open and hence does not allow for any pre-run-time checks.

It is also needed for operational reasons e.g. to cover issueing of an arbitrary number of
commands.

- anyuserstate

This feature was introduced for higher user comfort so that a user may change arbitrarily the state
literals in a destination process e.g. in case a new state must be inserted. If a new enumeration
sequence is defined he does not need to update the correlated lines.

Clearly, this decreases the level of formality down to informal level only.

Also, such features impact automated test stimulation because the receiver of a message cannot be
identified immediately. However, by more sophisticated analysis this problem can also be solved by a
later version.

6.2.2 ErrorsDetected by Execution
Most of the errors were detected by execution either because an error message was issued (in the log-file

or in the MSC) or the expected coverage was not achieved. In cases of complex data flow the analysis of
the graphical MSC's was very helpful e.g. to understand that and why two ack’s had been sent etc..
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Following error types and errors were detected by execution of the system and issueing of error
messages:

on reception of the initialisation command the process forwarded it to the next lower level but
forgot to respond to the initialisation process, this lead to an abort of the initialisation process

four processes with one instance used four instances of a daemon

As the procedures were similar for each of the processes the command lines were copied but the
instance number of the destination process (1..4) was not changed accordingly

For the responding process a fixed instance number (1..4) was defined as destination (instead of 0).
This caused to forward the response to the wrong destination and not to the actual sender (instance
number O forwards the message to the instance which sent the message)

During the initialisation procedure the wrong instance of two processes was specified, this was
also a consequence of copying of acommand line, but not completely updating it.

inconsistent handling of transparent and non-transparent commands by the (generic) command
dispatcherf]regarding timeouts

this was detected by internal (limit) checks

for a group of nine command lines "RTS" was used as destination instead of forwarding the

incoming message to nine other processes. Hence, the sender (the sysinit process) received nine
responses, and the other processes were not initialised.

Hence, the initialisation process received more ack's than foreseen and it progressed faster through
the FSM as expected. The additional ack's caused error messages because they were not expected

6.2.3 ErrorsDetected by Coverage Analysis

Following errors were detected by coverage anaysis:

non-covered command lines
-- an error in the mapping of external onto internal commands and instances of processes
the command line of the instance was not executed (occurred twice)
-- missing ack'sin case of reception of (external) commands
-- the O/G command "set" was used twice (by copying, set/set instead of set/reset)
-- the wrong instance number was specified, therefore an instance did not receive the message
non-covered states
-- wrong specification of the instance number

therefore a state transtion always occured for the same instance instead for each of the four
instances

-- aprocess was not initialised (it was not considered by the initialisation procedure)
-- periodic activities were not started

The understanding was that they are automatically started by the system, but a user-defined
input is needed to start them

4 the generic command dispatcher is part of the ISG / V&V environment
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-- awrong response (command) was defined: this command is unknown at the receiving process
-- aprocess sends erroneously arespone to itself: this command is not known as input

6.24 Errorsand Anomalies Detected during Stress Testing

Such anomalies have been detected, but they may not necessarily be interpreted as errors:

"state not found"

A test input should be generated for a user-defined state but no command line was found for this
user-defined state (the implicitly, pre-defined default init-state): the process did not implement a
FSM, which is alowed

multiple execution of acommand line which iniitated a cyclic activiy

This lead to an overload situation for several processes. However, it may be justified not to protect
against multiple execution of such aline, e.g. because this cannot happen during (normal) system
operations.

sending a command to itself because destination is "RTS" and the command was initiated by the
process itself.

This also lead to an overload due to a never-ending cycle.

6.25 ObservationsMadeIn Caseof Error Injection

It was observed (see chapter 7) that the system is sensitive for lost commands. The coverage decreases
rapidly at low probabilites for loosing a command. Thiswill be considered by the project.

6.3

TheV&V Phases

The performed V&V activities can be divided into three principal phases:

the start-up phase

This was the phase from handing-over of the command table until successful completion of the
initialisation procedure. This procedure consisted of (initially) 35 steps and was updated and
changed in its structure a number of times until the post-initialisation state could be reached.

the coarse pre-operational phase

During this phase the normal operations of the system were checked e.g. if the cyclic activities
were started correctly during initialisation

the refined pre-opertiona phase

Now, the injection of external commands was activated and their distribution in the system was
checked.

By end of this phase the principal behaviour and communication was believed to be correct.
Up to this phase mostly MSC's and log-files were used for error detection and identification.
the operational phase

All the external commands were injected now and the analysis of coverage came in. A number of
new bugs were identified when the the lines and states were checked for which less than 100%
coverage were achieved.
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- thefinalisation phase

Having succedeed with the principal V&V of behaviour and communication time could be spent to
have alook on performance figures like CPU and network utilisation and response times.

- the stresstesting and error injection phase

While the previous phases aimed to prove the correctness (absence of errors) these phases aimed to
prove presence of errors.

A number of inadvertent inputs were identified and a sensitivity regarding loss of messages.
6.4 Effort

The effort needed for fixing and removal of bugs was higher at the beginning than at the end. Due to the
novalty of the approach alearning phase at the beginning was needed by the user.

6.4.1 Start-up

When the fina "big" command table was received, by visual inspection a number of errors were
immediately detected. Also, the user himself had identified some open points to be discussed and
clarified.

The first update of the comamnd line table addressed nearly the whole table and took about 5 hours for a
number of iterations for which also the reports from the checking tool were considered until finally all
significant error messages and warnings disappeared.

6.4.2 Follow-On

Most of the bugs were identified by error messages, data flow and coverage analysis and could be fixed
within approximately 1 hour. The update of the table took about 15 minutes in most cases up to about 30
minutes in some cases even when a number of lines were effected.

6.4.3 Feedback for Improved Support

When a rather long time was needed for identification of an error the reason was analysed and the I1SG
support was improved by adding more analysis capabilities, e.g. display of states or command contentsin
the MSC, printing of non-covered states and command lines etc.

6.4.4 Update of Coomand Procedure Tablevs. Corrective Maintenance of Infrastructure

The MSL application was the first real and big application for the ISG approach and the related V&V
activities. Therefore not only the inputs from MSL were checked, but the underlying 1SG infrastrucutre
was simultaneously checked. In fact, the MSL application was very challenging for this infrastructure: it
applied every feature which was allowed.

It turned out that the identification and removal of bugs in the infrastructure took about 10 to 20 times
more time than the identification and removal of bugs from the command procedure table. This ratio
gives an impression of what time is saved when an implementation relies on the 1SG approach and not on
a conventional implementation from scratch.
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7. Evaluation of the Results

A representative extract of the results is given on the next pages. This information shall help to follow
the results of the V&V approach and the drawn conclusions.

The graphical figures 7-1 - 7-7 of section 7.1 shall illustrate which graphical support is available.

The following sections include detailed figures of the evaluation report for the "operational case”" and the
most important figures from the "stress testing”" and "error injection” cases. For each case the relevant
reports are discussed. The reports are divided into two principal classes:

- reports on coverage
- reports on performance.

The inputs for the reports and the graphical tools are generated during each operational mode of the
system: on host or on target in the desired modes of distribution, either in simulation or real-time mode.
This feature allows full visibility on what the actual system status is on the actual platform and provides
capability for comparison of figures between host and target configurations.

The "operational case" is a test for which the ethdae (Ethernet daemon) and the mildae (MIL bus
daemon) were stimulated with an average rate 1/s and 1/20s respectively of external commands. The test
was terminated when a minimum coverage of at least 2 was achieved for all external commands. This
required random injection of about 800 to 1600 external commands.

At this coverage of issued commands a corresponding coverage of 100% for command lines and states
should be observed. However, for some good reasons which can be justified in some cases a coverage of
less than 100% may be sufficient. Such cases are e.g. when a command line is only executable by one
instance or when the command line shall handle an exception which did not occur.

The "stress testing" case is a test where all processes are automatically stimulated by command injection
where the commands are selected according to their present state. The sysinit, mildae, ethdae and
cmdhandler processes were not stimulated this way because of their specific role. To stimulate the sysinit
process is not meaningful because it needs to execute a certain step sequence which was already verified.
The other three processes are involved in command injection and therefore there is no need to stimulate
them. The stress testing test imposed high load on the system and a lot of "nonsense" activities which
lead to inadvertent inputs.

The "error injection” case is a test for which all outgoing command are suppressed at a certain
probability. The resulting coverage gives an indication on to which degree the system remains in a useful
operational state in case information islost in the system.

Above cases have been selected out of the large variety of possible test modes the 1SG environment
offers.

7.1 TheGraphical Presentation Capabilities

Figs. 7-1 - 7-3 show so-called "Timing Diagrams' which visualise the occurence of events/exchanged
commands over time for each process. The contents of each command message can be displayed by
clicking on an event (Fig. 7-2). Such type of diagrams is helpful to check the propagation of information
over time through the different processes. Singular events and periodic patterns can best be identified and
checked, also their timeliness. Fig. 7-3.2 shows a pattern characteristic for the initialisation sequence.

Figs. 7-4 - 7-7 show the data flow by means of MSC's (Message Sequence Charts) of which the tracing
and visualising capapbilities were extended and improved: more than the usual information is displayed
by a format defined by the user. Hence the current state, the number of the executed command line, the
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incoming and outgoing command, sender and receiver can be displayed. Also the processing times are
displayed: the "starttime" at which a certain command sequence was initiated or the time of last
processing (“"acttime"). This way response times can be collected. By selecting a certain starttime all
events related to this sequence will be displayed, only. This feature is also available for the timing
diagrames.

Fig. 7-4 gives by its large compression factor an impression of the communication partners and
communication over time. Figs. 7-5 - 7-6 show some snapshots of the overall data flow.
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SMSL-RP-001-BSSE  Issue: 1 Rev.: 0 Date: 05.11.1999
ESTEC Contract No. 13309/98/NL/MV

-60 -



Dr. Rainer Gerlich

BSSE System and Software Engineering

'—Ll MXcope ¥1.1 —— Copyright {c) 1997 — 1939 BES+SE
File = Edit =
11 L1 )1 T T Y (W T I I A 1 T [ 1 [ [ [T 1}
[ umnt oo fome me innninynuanninmnmnnm - o minn o onnnnnne T
| | | | | | | | | | | | | | | | | | | | | | | | | | | | | |
il | | | 1 | | | | 1
nl
n N | —
1 nl 1
| 1 | 1l | | 1 [l | 11 | 11 1| 11l
n il n —
N | 1 | | | 1 | | | | | |
[l min
ul N
nn il T
[T,
il
1
n
nl [
nl
il
ounonmin Il ni [l [l 0l 0l [l [l [l [l 1l au i} i} i 111 0
Lo of il 1l il T 1 11! 11! il il 1110l 1l 1l il 1 N |
LHunonn L 1 1T} 1T} 11 1 11 1 111 1 Ly 1 1 11
lmuumoaonn 1 L 1 L 1 1 1 1 1 L L
Mo n il il i nll nu ai 11 [l Il il [l 10 nil il amiounn |
aLnminul anun — ooin | ninmuimnoun - oinmirmimouninmy ong ol el o on ong oommminn - o oeg ol o [
mn 11 N —
(T T o T O o | o o T o O o O v N o o B w1
on il il 0 0 il 0 0 0 0 nl nl il nl nl nl nl il
nlinl il n n il nl nl il il il il il n 0 nl il Il il nl il il il n il
on il il il 0 il 0 il 0 0 il il il il il m
nn [T [ O0rTn [ O0 711 [ 0 n nnn 0 n 0, rm 0n 0 n 0 n
0 0 0 olo - Il — 1 i — N =l
Jroe 4| ¥

Fig. 7-3.2: The ML Initialisation Sequence / Timing Diagram: A Portion of the Initialisation Pattern
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7.2

The subset of information of a command line as shown below is more or less
equivalent to a line of a MSC. Therefore the simplest way to check for the
expected behaviour is to compare each line of the command procedure table

Comparison of Expected and Observed Behaviour

with aline of aMSC in graphical or (as shown below) in textual form.

sysinit 1 anystate
sysinit 1 anystate
sysinit 1 stateO
sysinit 1 stateO
sysinit 1 stateO
sysinit 1 stateO
sysinit 1l statel
sysinit 1 statel
sysinit 1 statel
sysinit 1 statel
sysinit 1 state2
PROCESS sysi ni t

I'N ( sub_initcnd
out ( sub_initcnd
I'N ( subinitreturn
ACTI ON ( resetTimer
(e8]} ( sub_initcnd
STATETRANS (

I'N ( subinitreturn
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ouTr ( sub_initcnd
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sub_initend
sub_initend

subinitreturn
subinitreturn
subinitreturn
subinitreturn

subinitreturn
subinitreturn
subinitreturn
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subinitreturn

RSI M
sysinit

di gdae
di gdae
sysinit
sysinit
di gdae
sysinit
sysinit

subi nitreturn anadae

RPRRPRR PR

P RN

sysinit
di gdae

sysinit
sysinit
di gdae
sysinit
anadae

sysinit
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The first block shows the command

corresponding MSC lines.

i nit_digdael sub_initcnd chl

none

none
i nit_digdae2
none
none

none
i nit_anadael
none
none

none

1 934480846. 074498
1 934480846. 189218

NP

1 934480848. 538979
934480849. 295893
1 934480849. 045533

1 934480849. 045533

934480846. 189218
934480848. 439230
934480848. 538979
934480848. 789857

nocnd

resettiner
sub_initcend
ti meout
nocnd

resettiner
sub_initcend
ti meout
nocnd

resettiner

934480846
934480846

934480848
934480848
934480848
934480848

934480848
934480849
934480848

934480849

chi

| ocal ch
chl
chl
chl

| ocal ch
chl
chl
chl

| ocal ch

074498
142911

218819
439230
499130
789857

645219
295893
989284

146193
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7.3 Consistent Correlation of External with Internal Commands

The following blocks show the full contents of a command line. The first block includes
command lines which are not correlated with external commands. The second block
shows correlations with external commands. To show the complete line a reduced font
sizeisneeded Therefore these lines are repeated in the third block at alarger fontsize, but
less important information is suppressed.

For a description of the contents of a command line please refer to chapter 3.

The correlation of external ground commands with on-board commands is done by adding
three columns to a command line (at the right side): the response timeout in seconds, the
mapping of external commands onto internal comamnds and instances and a sequence

s init_digdael sysinit 1 anystate sub_initcnd sub_initend f 1 1

S none - - - - nocnd | 11

S none - - state0O subinitreturn resettinmer f 11

s init_digdae2 - - - - sub_initend s 1 1

S none - - - - ti meout s 11

S none - - - - nocnd | 11

S none - - statel subinitreturn resettinmer f 11

s init_anadael - - - - sub_initcmd s 1 1

S none - - - - ti meout s 11

S none - - - - nocnd | 11

S none - - state2 subinitreturn resettinmer f 11

s TMP_RunUp TMP 2 operational TMP_RunUp CMD_ack f 11255 b chl -
S none - - - - TMPdae_TXcnd s 1 1 255 B chl -
S none - HK_dat a ti meout I 11255 b chl -
s TMP_RunDown - TMP_RunDown CMVD_ack f 11 255 b chl -
S none - - TMPdae_TXcnd s 1 1 255 B chl -
S none - HK_dat a ti meout I 11255 b chl -
s TMP_Swi t chMot or - TPM_Swi t chMot or CMVD_ack f 11255 b chl -
S none - - TMPdae_TXcnd s 1 1 255 B chl -
S none - HK_dat a ti meout I 11255 b chl -
s TMP_RunUp TMP 2 operational TMP_RunUp CMVD_ack

S none - - - - TMPdae_TXc
S none - - - HK_dat a ti meout

s TMP_RunDown - - - TMP_RunDown CMVD_ack

S none - - - - TMPdae_TXc
S none - - - HK_dat a ti meout

s TMP_Swi t chMbt or - - - TPM_Swi t chMot or CMVD_ack

S none - - - - TMPdae_TXc
S none - - - HK dat a ti meout

255
255
255

255
255

255
255

WooWWooWwWwo W

255

100
100
0.4
100
100
0.4
100
100
0.4

10
10
0.
10
10
0.
10
10
0.

md

md

md
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number which gives the order by which a number of on-board commands shall be
executed when the (single) external ground command is received.

Due to the combination with timeouts a commanding sequence related to an external
command may be broken down into a number of sequences each terminating with a
timeout condition for aresponse. When the response is received the next part of the whole
sequence is processed. If no responseis received in time an exception is raised.

This way the command handler can be kept generic and the tables which are needed for
command dispatching can automatically be generated from the command procedure table.

This saves alot of effort and ensures a priori consistency between external and on-board
commands.

chl fcu 100 100 100 digdae 1 sanestate 80 100 120 bin
chl fcu 100 100 100 sysinit 1 stateO 80 100 120 bin
| ocal ch fcu 100 100 100 - 1 sanestate 80 100 120 bin
chl fcu 100 100 100 digdae 2 anyuserstate 80 100 120 bin
chl fcu 3.5 3.5 3.5 sysinit 1 anystate 80 100 120 bin
chl fcu 100 100 100 - 1 statel 80 100 120 bin
| ocal ch fcu 100 100 100 - 1 sanestate 80 100 120 bin
chl fcu 100 100 100 anadae 1 anyuserstate 80 100 120 bin
chl fcu 3.5 3.5 3.5 sysinit 1 anystate 80 100 120 bin
chl fcu 100 100 100 - 1 state2 80 100 120 bin
| ocal ch fcu 100 100 100 - 1 sanestate 80 100 120 bin
0 100 RTS 1 anystate 80 100 120 BIN 2 1=TP1_RunUp/ 2=TP2_RunUp 1
0 100 sdtnp O operational 80 100 120 BIN
4 0.4 TMW 0 anystate 80 100 120 BIN
0 100 RTS 1 anystate 80 100 120 BIN 2 1=TP1_RunDown/ 2=TP2_RunDown 1
0 100 sdtnp O operational 80 100 120 BIN
4 0.4 TMWP 0 anystate 80 100 120 BIN
0 100 RTS 1 anystate 80 100 120 BIN 2 1=TP1_SwitchMtor/2=TP2_Swi tchMbtor 1
0 100 sdtnp O operational 80 100 120 BIN
4 0.4 TMW 0 anystate 80 100 120 BIN

1 anystate BIN 2 1=TP1_RunUp/ 2=TP2_RunUp 1
np O operational BIN

0 anystate Bl N

1 anystate BIN 2 1=TP1_RunDown/ 2=TP2_RunDown 1
np O operational BIN

0 anystate Bl N

1 anystate BIN 2 1=TP1_Swi t chMbt or/2=TP2_Swi t chMbtor 1
np O operational BIN

0 anystate Bl N
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7.4 Automated Stimulation with External Commands

The command handler was stimulated with external commands generated by the
Ethernet daemon (ethdae) and MIL-bus daemon (mildae). To initiate this
automated stimulation the ethdae and mildae were declared for automated test
stimulation in the easysystem.def file. Due to this request the toolset added lines
to the comamnd procedure table (lines 1-3) which initiate a periodic activity with
a (varying) period between 1.4s and 2.8s. By each periodic event the system
function EaSyAutotestuser is called which injects a command out of the set of
commands of the current user state set which - in this case - only consists of the
state "cmdstate" and the related incoming command "telescience". When this
state has been entered external comands are periodically sent to the command
handler "cmdHandler" by the system function genTelescienceCommand. This

S none ethdae 1 anystate startsystem nocmd f 11
S none et hdae 1 anystate autotestuser peri od I 00
s EaSyAutoTestuser ethdae 1 anystate cycl eautotestuser nocnd o1l1
s ethdae_init ethdae 1 anystate sub_initcnd subinitreturn f 1 1
S none ethdae 1 anystate sub_initcnd nocmd I 11
u genTel esci enceCnd ethdae 1 cndstate tel escience cdh_receive o011

Process:

I nj ected comunds:
Avai | abl e comuands:
Mean injection rate:
M ni mum cover age:
Maxi mum cover age:

BSSE System and Software Engineering

function evaluates the automatically generated tables (see previous section 7.3)
and selects randomly an external command. It checks the coverage of external
commands and when a user-defined limit has been reached it terminates
automatically the run.

At system termination a report is generated by each of the command injection
processes which gives an overview on the number of injected commands, the
number of available commands, the achieved mean injection rate, the minimum
and maximum coverage of commands and how many commands have the
minimum and maximum coverage.

| ocal ch noresource 0.0 0.0 0.0 ethdae 0 sanestate 0 0 0 bi n
I ocal ch noresource 1.4 2.0 2.8 ethdae 0 sanestate 0 0 0 bi n
| ocal ch noresource 1.4 2.0 2.8 ethdae 0 sanestate 0 0 0 bi n
chl fcu 100 150 200 sysinit 1 anyuserstate 80 100 120 bin
| ocal ch fcu 100 150 200 et hdae 1 cndstate 80 100 120 bin
chl fcu 100 150 200 cndhandl er 1 anyuserstate 80 100 120 bin
+
I
+
et hdae/ 1
1320
149
1.012512/s
2
17

Nunber of conmmands at mini nrum coverage: 1
Nunber of conmmands at maxi num coverage: 1

Al l

conmands have been sent once at

| east
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75 Check of Timeout Conditions

Timeout conditions are specified by adding a command line which includes
"timeout” as outgoing command and in the column "incoming command" the
command on which the timeout condition is set. This information requests the
system to monitor the reception of the expected repsonse.

In the case shown below there is a cyclic activity related to the incoming
command "cycleTMP_hk_trigger" which initiates periodic acquisition of
housekeeping data from the "serial daemon of the turbo pump" (sdtmp). The
expected response is the command "hk_data® on which a timeout condition of
0.4 sisset (lines 1-2).

Lines 3-5 are related to normal reception of the HK data which are processed by
two user-defined functions "TMP_get_telemetry” and "TMP_Supervision”. Line

S none - - CYCLETMP_tri gger TMPdae_TXcnd
S none - - HK dat a ti meout

S none - - HK dat a resettiner

s TMP_get _telenetry - - HK dat a nocnd

s TMP_Supervi si on - - HK dat a nocnd

s TMP_HKt i nmeout - - anystate exctoHK data EM__nsg

—y —h— —h

RPRRREe
RPRRREe

[EEN
[EEN
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3 has automatically be added by the system in order to reset the timeout
monitoring when the expected response is received. This feature is available by
an option a user has to activate. It helps to prevent false alarms due to timeout
conditions which have not been reset manually in case the expected response is
received in time.

Line 6 is executed when the hk_data are not received in time. In this case due to
the timeout the command excto HK _data is issued which is then processed by
TMP and causes a message to be sent to the "Error Message Logging" process
(emlog).

255 B chl - 100 150 200 sdtnp O operational 80 100 120 BIN
255 b chil 0.4 0.4 0.4 TMV 0 anystate 80 100 120 BIN
255 b noch - 100 100 100 TMP O sanestate 80 100 120 BIN
255 b chl - 100 100 100 TMP O sanestate 80 100 120 BIN
255 b chl - 100 100 100 TMP O sanestate 80 100 120 BIN
255 b chl - 100 100 100 em og 1 anystate 80 100 120 BIN
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7.6 Coverage Analysis
A number of reportsis available which allow to analyse the coverage and related properties. Such reports
are:

- coverage of command lines

- alist of non-covered command lines

- coverage of states

- alist of non-covered states

- executed state transitions

- exception report

- error injection report

The following figures where obtained for the "operational case", i.e. the externa commands were
automatically injected until for all external commands a minimum coverage of 2 occured at least. In this
case an "effective" coverage of 100% for command lines and states is expected. "Effective coverage"
means that for some cases as discussed below a coverage of less than 100% is acceptable. This may
happen e.g. if lines deal with exception handling.

When an effective coverage of 100% is achieved without error messages the system is considered to
behave correctly.

Coverage is measured for each of the instances of a process (if more than one) and for al instances, i.e.
the sum of activities of every instance.

7.6.1 Coverageof Command Lines

Coverage of command lines is defined as the ratio of command lines which are executed once at least and
the total number of command lines of a process (not counting system specific system command lines like
such related to error injection).

For each process, for each instance of a process and the summary figure for all instances of a process the
coverage of command linesis given. Finaly, an average figure for the whole system is derived.

Such command lines which were not executed are listed separately so that a user can decide whether this
is acceptable or not and he gets a hint what iswrong in the system.

The following pages give all the figures related to command line coverage for the 37 MSL processes.

o m o e e e e e e e e e e e e e e e e e e e meo— oo - +
+ Coverage of Command Lines |

o m o e e e e e e e e e e e e e e e e e e e meo— oo - +

Coverage of command |ines: acqg_hdl/1 100. 000000 % for 3 i nes
Coverage of command |ines: acq_hdl/2 100. 000000 % for 3 i nes
Coverage of command |ines: acq_hdl/all 100. 000000 % for 3 lines
Coverage of command |ines: anadae/1l 100. 000000 % for 4 i nes
Coverage of command |ines: anadae/?2 100. 000000 % for 4 i nes
Coverage of command |ines: anadae/all 100. 000000 % for 4 i nes
Coverage of command lines: cfv/1l 100. 000000 % for 7 l'i nes
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i nes:
i nes:

cfv/all

cmdhandl er/ 1
cnmdhandl er/ al

di gdae/ 1
di gdae/ 2
di gdae/ al

ede/ 1
ede/ al

em og/ 1
emnl og/ al

et hdae/ 1
et hdae/ al

fdr/1
fdr/all

hc_cychdl /1
hc_cychdl / al

hc_exel/ 1
hc_exe/ al

nfg/l
nf g/ al

m | dae/ 1
m | dae/ al

nmm dae/ 1
mm dae/ al

ns__sv/1l
ns__sv/ al

nmsp/ 1
nsp/ al

oft/1
of t/ al

opcexe/ 1
opcexe/ al

opcsys/ 1
opcsys/ al

pcs/ 1
pcs/ al |

gqde/ 1
gde/ al

rgv/ 1
rgv/all

scf/ 1l
scf/all
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Coverage of command |ines: scr/1l 100. 000000 % for 3 l'i nes
Coverage of command |ines: scr/all 100. 000000 % for 3 I'i nes
Coverage of command |ines: sdmsp/1l 100. 000000 % for 7 I'i nes
Coverage of command |ines: sdmsp/all 100. 000000 % for 7 l'ines
Coverage of command |ines: sdpyr/1 100. 000000 % for 4 l'i nes
Coverage of command |ines: sdpyr/all 100. 000000 % for 4 i nes
Coverage of command |ines: sdtl/1 100. 000000 % for 4 i nes
Coverage of command |ines: sdtl/2 100. 000000 % for 4 i nes
Coverage of command |ines: sdtl/3 100. 000000 % for 4 i nes
Coverage of comand |ines: sdtl/4 100. 000000 % for 4 i nes
Coverage of command |ines: sdtl/all 100. 000000 % for 4 i nes
Coverage of command |ines: sdtnp/1l 100. 000000 % for 4 I'i nes
Coverage of command |ines: sdtnp/2 100. 000000 % for 4 i nes
Coverage of command |ines: sdtnp/all 100. 000000 % for 4 i nes
Coverage of command lines: sysinit/1 99. 295776 % for 142 lines
Coverage of command |ines: sysinit/all 99. 295776 % for 142 lines
Coverage of command lines: tnp/1l 96. 551720 % for 29 |lines
Coverage of command |ines: tnp/2 96. 551720 % for 29 |lines
Coverage of command |ines: tnp/all 96. 551720 % for 29 lines
Coverage of command lines: tny_cychdl/1 100. 000000 % for 4 i nes
Coverage of command |ines: tny_cychdl/all 100. 000000 %for 4 lines
Coverage of command lines: tny reqghdl/1 100. 000000 % for 9 i nes
Coverage of command |ines: tny_reqghdl/all 100. 000000 %for 9 i nes
Coverage of command |ines: usd/1 100. 000000 % for 22 |Ilines
Coverage of command |ines: usd/all 100. 000000 % for 22 |Iines
Coverage of command |ines: vgs/1 100. 000000 % for 4 I'i nes
Coverage of command |ines: vgs/all 100. 000000 % for 4 i nes
Coverage of command |ines: vgs_sv/1 100. 000000 % for 2 i nes
Coverage of command |ines: vgs_sv/all 100. 000000 % for 2 i nes
Coverage of command |ines: wpal/l 100. 000000 % for 6 l'i nes
Coverage of command |ines: wpa/all 100. 000000 % for 6 I'i nes
Coverage of command |ines: wpp/1 100. 000000 % for 22 |Iines
Coverage of command |ines: wpp/all 100. 000000 % for 22 |Iines

A list of the non-executed command lines follows.

All of the listed non-covered command lines are identified as "exceptional cases' so that a full coverage
of command linesis achieved.

In case of the digital daemon "digdae" the process is capable to execute all commands but there are
limitations due to the avaiable hardware because instance 1 is running on FCU and instance 2 on PSU.
Such limitations are reflected by the specification of external commands where for the command lines as
listed below only reference is made to one of the instances.
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The essentia point here is that a command line is executed for one of both instances at least, which is
confirmed by the fact that a non-executed command line is not listed for digdae/all and the coverage
figure of digdae/all is 100%.
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o o o e e e e e e e e e e e e e e e e e e e eaa oo +
+ Non- Execut ed Command Li nes

o o o e e e e e e e e e e e e e e e e e e e eaa oo +
line 33 digdae(l)/anyState/led_saflanp

line 40 digdae(1l)/anyState/nfg_switchdevice

line 55 digdae(1l)/anyStatel/qde_setparans

line 56 digdae(l)/anyState/qde_start

line 57 digdae(1l)/anyState/qde_stop

line 58 digdae(1l)/anyStatel/hcs_setparans

line 59 digdae(1l)/anyState/pcs_setpul se

line 64 digdae(l)/anyState/psu_resetsafetyinhibit
line 3 di gdae(2)/anySt at e/ cf d_set speed

line 4 di gdae(2)/anyState/ cfd_setranp

line 5 di gdae(2)/anySt at e/ cf d_r anpt ospeed

line 6 di gdae(2)/anySt ate/ cfd_ranpi nti met ospeed
line 7 di gdae(2)/anySt at e/ cf d_novewi t hspeedt oposi ti on
line 8 di gdae(2)/anySt at e/ cf d_novei nti net opositi on
line 9 di gdae(2)/anySt ate/ cfd_stopdrive

line 10 digdae(2)/anyState/usd_sw tchdevice

line 11 digdae(2)/anyState/tpl_sw tchdevice

line 12 digdae(2)/anyState/tp2_sw tchdevice

line 13 digdae(2)/anyState/vid_sw tchdevice

line 14 digdae(2)/anyState/acc_sw tchdevice

line 15 digdae(2)/anyState/ns__sw tchdevice

line 16 digdae(2)/anyState/cfd_sw tchclutch

line 17 digdae(2)/anyState/ede_sw tchdevice

line 18 digdae(2)/anyState/vgs_sw tchventval ve
line 19 digdae(2)/anyState/vgs_sw tchsol _val vel
line 20 digdae(2)/anyState/vgs_sw tchsol _val ve2
line 21 digdae(2)/anyState/vgs_sw tchsol _val ve6
line 22 digdae(2)/anyState/qde_sw tchdevice

line 23 digdae(2)/anyState/cf__sw tchdoorbolt
line 24 digdae(2)/anyState/stl_sw tchdevice

line 25 digdae(2)/anyState/st2_sw tchdevice

line 26 digdae(2)/anyState/oft_sw tchdevice_on
line 27 digdae(2)/anyState/oft_sw tchdevice_off
line 28 digdae(2)/anyState/led_normal

line 29 digdae(2)/anyState/l ed_processnom

line 30 digdae(2)/anyState/led_doorunl ock

line 31 digdae(2)/anyState/led_heaterena

line 32 digdae(2)/anyState/l ed_testreprog

line 34 digdae(2)/anyState/led_test_start

line 35 digdae(2)/anyState/cfv_notorval ve_full
line 36 digdae(2)/anyState/cfv_notorval ve_parti al
line 37 digdae(2)/anyState/vgs_notorval ve_full
line 38 digdae(2)/anyState/pdl_resetcurrentbreaker
line 39 digdae(2)/anyState/pd2_resetcurrentbreaker
line 43 digdae(2)/anyState/fud_setposition

line 44 digdae(2)/anyState/fud_setspeed

line 45 digdae(2)/anyState/fud_start

line 46 digdae(2)/anyState/fud_stop

line 47 digdae(2)/anyState/rgv_setposition

line 48 digdae(2)/anyState/rgv_setspeed

line 49 digdae(2)/anyState/rgv_start

line 50 digdae(2)/anyState/rgv_stop

line 51 digdae(2)/anyState/shc_setposition

line 52 digdae(2)/anyStatel/shc_setspeed

line 53 digdae(2)/anyState/shc_start

line 54 digdae(2)/anyStatel/shc_stop

line 60 digdae(2)/anyState/wa_switchdevice

line 61 digdae(2)/anyState/dcl_sw tchsensorpower
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line 62 digdae(2)/anyState/vgs_switchpressuresensor
line 63 digdae(2)/anyStatel/sca_swtchpirani gauge

The following non-executed command lines represent timeout conditions. The timeout values have been
selected such that most of the timeouts expire at least once. For the timeouts listed below no expiration
has been observed.

For the sysinit process it is not desirable to get a timeout because then the initialisation procedure is
aborted. It is similar for the other exceptions because they would occur during the initialisation steps. If
desired other values may be chosen to enforce execution of such lines but then other lines will not be
executed due to abort of system initialisation.

line 22 nfg(l)/anyStatel/exctodaenonack
line 22 nfg(all)/anyState/exctodaenpnack
line 21 oft(1)/anyStatel/ exctodaenonack
line 21 oft(all)/anyState/exctodaenpnack

ine 142 sysinit
ine 142 sysinit

—~ )

1)/ anySt at e/ exct osubi ni treturn
all)/anySt at e/ exct osubinitreturn

line 29 tnp(1l)/anyStatel/ exctodaenonack
line 29 tnp(2)/anyStatel/ exctodaenonack
line 29 tnp(all)/anyState/exctodaenpnack

7.6.2 Coverageof States
Coverage of states is defined as the ratio of the sum of (user states + anystate if used + asyncstate if
used) which are executed once at least and the total number of the set of states of a process.

For each process, for each instance of a process and the summary figure for all instances of a process the
coverage of statesis given. Finally, an average figure for the whole system is derived.

Such states which were not executed are listed separately so that a user can decide whether this is
acceptable or not and he gets a hint what is wrong in the system.

The following pages give all the figures related to state coverage.
For all processes and each of their instances a coverage figure of 100% is achieved.

o m e e e e e e e e e e e e e e mee oo s +
+ Coverage of States |
o m e e e e e e e e e e e e e e mee oo s +
Coverage of defined states: acq_hdl/1 100. 000000 % for 1 states
Coverage of defined states: acq_hdl/2 100. 000000 % for 1 states
Coverage of defined states: acq_hdl/all 100. 000000 % for 1 states
Coverage of defined states: anadae/l 100. 000000 % for 1 states
Coverage of defined states: anadae/?2 100. 000000 % for 1 states
Coverage of defined states: anadae/all 100. 000000 % for 1 states
Coverage of defined states: cfv/1 100. 000000 % for 1 states
Coverage of defined states: cfv/all 100. 000000 % for 1 states

Coverage of defined states: cndhandler/1 100. 000000 % for 1 states
Coverage of defined states: cndhandler/all 100.000000 %for 1 states
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Coverage of defined states: digdae/l 100. 000000 % for 1 states
Coverage of defined states: digdae/2 100. 000000 % for 1 states
Coverage of defined states: digdae/all 100. 000000 % for 1 states
Coverage of defined states: ede/l 100. 000000 % for 5 states
Coverage of defined states: ede/all 100. 000000 % for 5 states
Coverage of defined states: emog/1 100. 000000 % for 1 states
Coverage of defined states: enlog/all 100. 000000 % for 1 states
Coverage of defined states: ethdae/l 100. 000000 % for 2 states
Coverage of defined states: ethdae/all 100. 000000 % for 2 states
Coverage of defined states: fdr/1 100. 000000 % for 2 states
Coverage of defined states: fdr/all 100. 000000 % for 2 states

Coverage of defined states: hc_cychdl/1 100. 000000 % for 1 states
Coverage of defined states: hc_cychdl/all 100.000000 %for 1 states

Coverage of defined states: hc_exe/l 100. 000000 % for 1 states
Coverage of defined states: hc_exe/all 100. 000000 % for 1 states
Coverage of defined states: nfg/1l 100. 000000 % for 5 states
Coverage of defined states: nfg/all 100. 000000 % for 5 states
Coverage of defined states: mnildae/l 100. 000000 % for 2 states
Coverage of defined states: mildae/all 100. 000000 % for 2 states
Coverage of defined states: mmdae/l 100. 000000 % for 1 states
Coverage of defined states: mm dae/all 100. 000000 % for 1 states
Coverage of defined states: ns__sv/1 100. 000000 % for 1 states
Coverage of defined states: ns__sv/all 100. 000000 % for 1 states
Coverage of defined states: nmsp/1 100. 000000 % for 5 states
Coverage of defined states: msp/all 100. 000000 % for 5 states
Coverage of defined states: oft/1 100. 000000 % for 5 states
Coverage of defined states: oft/all 100. 000000 % for 5 states
Coverage of defined states: opcexe/l 100. 000000 % for 1 states
Coverage of defined states: opcexe/all 100. 000000 % for 1 states
Coverage of defined states: opcsys/1 100. 000000 % for 1 states
Coverage of defined states: opcsys/all 100. 000000 % for 1 states
Coverage of defined states: pcs/1 100. 000000 % for 1 states
Coverage of defined states: pcs/all 100. 000000 % for 1 states
Coverage of defined states: qde/1l 100. 000000 % for 1 states
Coverage of defined states: qgde/all 100. 000000 % for 1 states
Coverage of defined states: rgv/1 100. 000000 % for 1 states
Coverage of defined states: rgv/all 100. 000000 % for 1 states
Coverage of defined states: scf/1l 100. 000000 % for 1 states
Coverage of defined states: scf/all 100. 000000 % for 1 states
Coverage of defined states: scr/1 100. 000000 % for 1 states
Coverage of defined states: scr/all 100. 000000 % for 1 states
Coverage of defined states: sdnsp/1l 100. 000000 % for 3 states
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Coverage of defined states: sdnmsp/all 100. 000000 % for 3 states
Coverage of defined states: sdpyr/1 100. 000000 % for 3 states
Coverage of defined states: sdpyr/all 100. 000000 % for 3 states
Coverage of defined states: sdtl/1 100. 000000 % for 3 states
Coverage of defined states: sdtl/2 100. 000000 % for 2 states
Coverage of defined states: sdtl1/3 100. 000000 % for 2 states
Coverage of defined states: sdtl/4 100. 000000 % for 2 states
Coverage of defined states: sdtl/all 100. 000000 % for 3 states
Coverage of defined states: sdtnp/1 100. 000000 % for 3 states
Coverage of defined states: sdtnp/2 100. 000000 % for 2 states
Coverage of defined states: sdtnp/all 100. 000000 % for 3 states
Coverage of defined states: sysinit/1 100. 000000 % for 36 states
Coverage of defined states: sysinit/all 100. 000000 % for 36 states
Coverage of defined states: tnp/1 100. 000000 % for 5 states
Coverage of defined states: tnp/2 100. 000000 % for 5 states
Coverage of defined states: tnp/all 100. 000000 % for 5 states

Coverage of defined states: tmy_cychdl/1 100. 000000 % for 1 states
Coverage of defined states: tmy_cychdl/all 100.000000 %for 1 states

Coverage of defined states: tmy_reghdl/1 100. 000000 % for 1 states
Coverage of defined states: tmy_reghdl/all 100.000000 %for 1 states

Coverage of defined states: usd/1 100. 000000 % for 5 states
Coverage of defined states: usd/all 100. 000000 % for 5 states
Coverage of defined states: vgs/1 100. 000000 % for 1 states
Coverage of defined states: vgs/all 100. 000000 % for 1 states
Coverage of defined states: vgs_sv/1 100. 000000 % for 1 states
Coverage of defined states: vgs_sv/all 100. 000000 % for 1 states
Coverage of defined states: wpa/l 100. 000000 % for 1 states
Coverage of defined states: wpa/all 100. 000000 % for 1 states
Coverage of defined states: wpp/1 100. 000000 % for 5 states
Coverage of defined states: wpp/all 100. 000000 % for 5 states

As mentionned already above all states have been covered therefore the following list of non-covered
states is empty

oo e e e e e e e e e e mem e +

+ Non-covered States

oo e e e e e e e e e e mem e +
"Empty list"
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7.6.3 State Transitions

The report on state transitions is "informal" because there is no formal constraint on coverage of state
transitions. It depends on the system design whether all or only some state transtions are executed. From
a verification point of view the coverage of command lines and states is formal in the sense that an
effective coverage of 100% shall be achieved. If such figures are achieved it is confirmed implicitly that
all relevant state transitions have been executed.

It may even occur - asit istrue for most processes of MSL as shown by the report below - that the system
remains in the initial state and no state transitions really occurs. So the following report shall help an
engineer to understand what is going on, it may give him some indication to change a command line. But
by the presence or absence of state transitions no direct conclusions on the correctness or completeness
are possible.

Most of the state transtions listed below are related to system and process initialisation.

o m e e e e e e e e e e e e e mee oo n +
+ State Transitions
o m e e e e e e e e e e e e e mee oo n +
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pre_init ->init
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1 for edel/l

init -> init_done 1 for ede/l
init_done -> operational 1 for ede/l

3 state transitions for ede/1l

pre_init ->init

1 for ede/al

init -> init_done 1 for ede/al
init_done -> operational 1 for ede/al

3 state transitions for ede/al

anyState -> cndstate 1 for ethdae/l

1 state transitions for ethdae/l

anyState -> cnmdstate 1 for ethdae/al

1 state transitions for ethdae/al

anyState -> supervise 10 for fdr/1

1 state transitions for fdr/1

anyState -> supervise 10 for fdr/al

1 state transitions for fdr/al

pre_init ->init

init ->init_

1 for nfg/l
done 1 for nfg/l
nfg/l

init_done -> operational 1 for

3 state transitions for nfg/1l

pre_init ->init

1 for nfg/al
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init -> init_done 1 for nfg/all
init_done -> operational 1 for nfg/all

3 state transitions for nfg/all

anyState -> cndstate 1 for nildae/l

1 state transitions for mldae/l

anyState -> cndstate 1 for m | dae/all

1 state transitions for m | dae/all

pre_init ->init 1 for nmsp/1l
init -> init_done 1 for nmsp/1l
init_done -> operational 1 for nsp/1

3 state transitions for msp/1

pre_init ->init 1 for msp/all
init -> init_done 1 for msp/all
init_done -> operational 1 for nsp/all

3 state transitions for msp/all

pre_init ->init 1 for oft/1
init -> init_done 1 for oft/1
init_done -> operational 1 for oft/1

3 state transitions for oft/1

pre_init ->init 1 for oft/all
init -> init_done 1 for oft/all
init_done -> operational 1 for oft/all

3 state transitions for oft/all
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0 state transitions for opcsys/1

init -> operational 1 for sdnsp/1

1 state transitions for sdnmsp/1

init -> operational 1 for sdmsp/al

1 state transitions for sdnsp/ al

init -> operational 1 for sdpyr/1

1 state transitions for sdpyr/1

init -> operational 1 for sdpyr/al

1 state transitions for sdpyr/al

init -> operational 1 for sdtl/1

1 state transitions for sdtl/1

BSSE System and Software Engineering
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nit -> operational 1 for sdtl/2

1 state transitions for sdtl/2

nit -> operational 1 for sdtl/3

1 state transitions for sdt1/3

nit -> operational 1 for sdtl/4

1 state transitions for sdtl/4

nit -> operational 4 for sdtl/al

1 state transitions for sdt1/al

nit -> operational 1 for sdtnp/1

1 state transitions for sdtnp/1

nit -> operational 1 for sdtnp/2

1 state transitions for sdtnp/2

nit -> operational 2 for sdtnp/all

1 state transitions for sdtnp/all

anyState -> state0 1 for sysinit/1
stateO -> statel 1 for sysinit/1
statel -> state2 1 for sysinit/1
state2 -> state3 1 for sysinit/1
state3 -> state4 1 for sysinit/1
state4 -> stateb5 1 for sysinit/1
stateb -> state6 1 for sysinit/1
st at e6 -> state7 1 for sysinit/1
state7 -> state8 1 for sysinit/1
state8 -> state9 1 for sysinit/1
state9 -> statelO 1 for sysinit/1
statel0 -> statell 1 for sysinit/1
statell -> statel2 1 for sysinit/1
statel2 -> statel3 1 for sysinit/1
statel3 -> statel4 1 for sysinit/1
stateld -> statel5 1 for sysinit/1
statel5 -> statel6 1 for sysinit/1
statel6 -> statel7 1 for sysinit/1
statel7 -> statel8 1 for sysinit/1
statel8 -> statel9 1 for sysinit/1
statel9 -> state20 1 for sysinit/1
state20 -> state2l 1 for sysinit/1
state2l -> state22 1 for sysinit/1
state22 -> state23 1 for sysinit/1
state23 -> state24 1 for sysinit/1
state24 -> state25 1 for sysinit/1
state25 -> state26 1 for sysinit/1
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state26 -> state27
state27 -> state28
state28 -> state29
state29 -> state30
state30 -> state3l
state31l -> state32
state32 -> state33
state33 -> state34

for sysinit/
for sysinit/
for sysinit/
for sysinit/
for sysinit/
for sysinit/
for sysinit/
for sysinit/

RPRRRPRRRRER
RPRRRPRRRRER

35 state transitions for sysinit/1

pre_init ->init 1 for tnmp/1l
init -> init_done 1 for tnmp/1l
init_done -> operational 1 for tnmp/1

3 state transitions for tnp/1

pre_init ->init 1 for tmp/2
init -> init_done 1 for tmp/2
init_done -> operational 1 for tnp/2

3 state transitions for tnp/2

pre_init ->init 2 for tnp/al
init -> init_done 2 for tnp/all
init_done -> operational 2 for tnp/all

3 state transitions for tnp/all

pre_init ->init 1 for usd/1
init -> init_done 1 for usd/1
init_done -> operational 1 for usd/1

3 state transitions for usd/1

pre_init ->init 1 for usd/al
init -> init_done 1 for usd/al
init_done -> operational 1 for usd/al

3 state transitions for usd/al
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0 state transiti

pre_init ->init 1 for wop/1
init -> init_done 1 for wop/1
init_done -> operational 1 for wpp/1

3 state transitions for wpp/1

pre_init ->init 1 for wpp/ al
init -> init_done 1 for wpp/ al
init_done -> operational 1 for wpp/al

3 state transitions for wpp/al
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7.6.4 Exception Report

For each command line the number of exceptions is traced which occur when the comand line is
executed. There are a number of exceptions and it depends on the contents of the command line what the
reason of an exception is. Following exceptions may occur: timeout, overrun of a cyclic activity, deadline

exceeded.

Exceptions also may occur due to error injection if this feature is activated.

The exceptions listed below are related to timeout conditions, they are desired in order to get a higher
coverage, a coverage of such command lines which handle expiration of timeouts (command prefix is

"excto").

If the exception report is not empty it usually indicates a problem. By the listed command lines an
engineer shall get the information THAT and WHERE an exception occured and hence where a problem

exists or may exist.

l'ine

i ne
i ne

i ne
i ne
i ne
i ne
i ne
i ne
i ne
i ne
i ne
i ne
i ne
i ne

i ne
i ne

7.6.5

The report on error injection related to the operational case is empty because error injection was not

8 cndhandler(all)/anyState/cnd_ack 44
2 ede(all)/ _init/daenonack 1

6 ede(all)/ t/hk_data 37
6 nfg(all)/init/hk data 25
5 ms__sv(all)/anyState/ daenmonack 15
2 nsp(all)/pre_init/daenonack 100
47 msep(all)/operational /nms_specdata 161
51 msp(all)/operational/nms_hkdata 78
56 nmsp(all)/operational/ns_trpdata 21
6 oft(all)/init/hk_data 22
6 tnp(l)/init/hk data 22
6 tnp(2)/init/hk _data 2
6 tnp(all)/init/hk data 24
2 usd(all)/ _init/daenonack 1

6 usd(all)/ t/hk_data 19
2 wpp(all)/pre_init/daenonack 1

6 wpp(all)/init/hk_data 29

Error Injection Report

BSSE System and Software Engineering

except i

except i
except i

except i
except i
except i
except i
except i
except i
except i
except i
except i
except i

except i
except i

except i
except i

ons

ons
ons

ons
ons
ons
ons
ons
ons
ons
ons
ons
ons

ons
ons

ons
ons

regquested for obvious reasons. Error injection will be treated separately.

o e e e e e e e e e e e e e e e e mmmmmeaaaaan +

+ Error Injection Report |

o e e e e e e e e e e e e e mmmmmeeaaaan +
Enpty Li st
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7.7 Performance Analysis
For performance analysis a number of reports are generated:
- CPU utilisation
for all alocated nodes/ CPU's
- timer report
- load calibration report
- network utilisation report
- response time report
- command buffer report
These reports shall give information about utilisation of system resources and indicate potential problems
with performance.
7.71 CPU Utilisation

Utilisation of CPU's is measured in different ways depending on whether the system is in simulation or
real-time mode. In simulation mode the provided figures for a CPU or network channel are taken into
account. In real-time mode - which was selected for the execution of the operational case - either the
figures provided by the system - as it is the case for UNIX environments - or equivalent figures were
provided by ISG utilities.

The figures given below take benefit of the UNIX capabilities.

The multi-processor system (two CPU's FCU and PSU) was executed on a single host. But the
consumption for each node and each communication line was tracked separately.

As the command procedure table includes the information which instance of a process executes on which
node / CPU such alocation is possible. Also, an estimation of the expected load of each CPU is possible
by assigning the figures of instances to the associated CPU.

Same istrue for the network traffic.
The figures on the next pages give the following information:
- by the set of typesof lines1 -8
-- line 1: the duration of the execution for each process

-- line 2: the time consumed by the sequential part of all the instances of a process
excluding time consumed for interrupts and 1/0 handling

-- line 3:the same figure as for line 2 but for a dedicated instance for which the number is given
by column 3

line 4: the time consumed by all the instances of a process for interrupts and I/O handling

-- line 5:the same figure as for line 4 but for a dedicated instance for which the number is given
by column 3

line 6: the total time consumed by the all the instances of a process (sum of lines 2 and 4)

-- line 7:the same figure as for line 6 but for a dedicated instance for which the number is given
by column 3
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-- line 7a: the corrected total time for instance by comparison of line 6 and 8

-- line 8:the total time a process has consumed as provided by the OS at process termination
(if available)

- by the columns

-- col 1 thetypeof aline
-- col 2 the name of the process
-- col 3 theinstance number of aprocessor "al" for al instances
-- col 4 the consumed timein seconds
-- col 5 the percentage of consumed time w.r.t. to the process (type)
-- col 6 the percentage of consumed time w.r.t. to the total time consumed by the system
-- col 7 the contribution to CPU utilisation (consumed time over duration of execution)
-- col 8 acomment on the line type
-- col 9 the CPU to which this time consumption is charged

Finally, the last three lines give the total system utilisation.

If the system execution mode is "ONETARGETONLY" an estimation for the different nodes is made by
the following lines otherwise the measured utilisation figures for each CPU are precisely given.
Consumption of common parts like the timer process is assigned to each CPU according to the
percentage each CPU contributes to the whole utilisation figure in case of "ONETARGETONLY" mode.

The current utilisation figures do not allow a precise conclusion whether the resources on the targets will
be exceeded or not. Such a conclusion can be made when the system is executed the first time on the real
target which is expected for the next two weeksf]

The current user-defined functions do not include the real functionality (except for the command
dispatcher), but they include a lot of instrumentation for report generation, test stimulation and input
generation for the graphical tools (MSC's and timing diagrams tools). This causes a lot of resource
consumption, but it is still open whether thisis larger or smaller than the real consumption (however, the
feelingis currently: it islarger).

5 This was the time expected when the draft final report was written. See the final section of chapter 8 for more
information.
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o m m e e e e e e e e e e e e e e e e e e e e e e e e eeee— oo s +
+ Eval uation of CPU Utilisation
o m m e e e e e e e e e e e e e e e e e e e e e e e e eeee— oo s +

ONNN~NOOITORRWWNE ON~NOUIR_WNE

GRWWN P

PROCM N=sdnsp M NDUR=1366. 84 PROCMAX=hc_cychdl MAXDUR=1377.99

RSI M
RSI M
RSI M
RSI M
RSI M
RSI M
RSI M
RSI M
RSI M

acq_hdl
acq_hdl
acq_hdl
acq_hdl
acq_hdl
acq_hdl
acq_hdl
acq_hdl
acq_hdl

a acqg_hdl

acq_hdl

a acqg_hdl

acq_hdl

anadae
anadae
anadae
anadae
anadae
anadae

al |
al |
1

al |

1369. 83s
0. 10s
. 10s
. 89s
. 89s
. 99s
. 99s
. 32s
. 32s

ARRPRRRLRRO

1372. 18s
7. 30s
7. 30s
0. 00s
3. 45s
2.43s
1. 02s
10. 75s
9. 73s
9. 97s
1. 02s
1. 04s
11. 01s

1370. 11s
12. 82s
12. 82s
0. 00s
2. 20s
1. 55s

2.31% 0.03%
2.31% 0.03%
43.75% 0.54%
43.75% 0.54%
46.06% 0.57%
46.06% 0.57%
100. 00% 1. 24%
100. 00% 1. 24%
66.30% 2. 09%
66.30% 2.09%
0.00% 0.00%
31.34% 0.99%
22.07% 0.70%
9.26% 0.29%
97.64% 3.07%
88.37% 2.78%
90.51% 2.85%
9.26% 0.29%
9.49% 0. 30%
100. 00% 3. 15%
84.62% 3.67%
84.62% 3.67%
0.00% 0.00%
14.52% 0.63%
10. 23% 0. 44%

duration
.007% tot_sequProg busyTi ne
.007% instance_sequProg busyTi ne
.138% tot_asyncl O busyTi ne
.138% instance_asyncl O _busyTi ne
.146% tot_process_busyTi ne
.146% instance_busyTi nme
.316% tot_busyTi me(corrected)
.316% tot_busyTi ne(system

[eNeololoNoloNoNol

duration

.534% tot_sequProg busyTi ne
.534% instance_sequProg busyTi ne
000% i nstance_sequProg busyTi ne
.252% tot_asyncl O busyTi ne
.178% instance_asyncl O busyTi ne
.075% instance_asyncl O busyTi ne
. 786% tot_process_busyTi ne

. 712% instance_busyTi nme

. 729% tot_busyTi me(corrected)
.075% instance_busyTinme

.076% tot_busyTi me(corrected)
.806% tot_busyTi me(system

[ejejojojojejojojolaie o

duration
.938% tot_sequProg busyTi ne
.938% instance_sequProg busyTi ne
.000% instance_sequProg busyTi ne
.161% tot_asyncl O busyTi ne
.113% instance_asyncl O busyTi ne

[eNeoNoNoNaly

FCU
PSU

FCU
PSU

FCU

PSU
PSU

FCU
PSU

FCU
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anadae
anadae
anadae
anadae
anadae
anadae
anadae

[ ENENENENN e
D D

cfv
cfv
cfv
cfv
cfv
cfv
cfv
a cfv
cfv

ON~NOUITRWNE

cndhandl er
cndhandl er
cndhandl er
cndhandl er
cndhandl er
cndhandl er
cndhandl er
a cndhandl er
cndhandl er

ON~NOUITRWNE

di gdae
di gdae
di gdae
di gdae
di gdae
di gdae
di gdae
di gdae
di gdae
a di gdae
di gdae

N~NNOOGOTRARWWN R

2
al |
1

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

NFPFROINPY NP D

0. 65s
15. 02s
14. 37s
14. 49s
0. 65s
0. 66s
15. 15s

1368. 96s
. 37s
. 37s
. 33s
. 33s
. 70s
. 70s
. 80s
. 80s

[eeoNololololoNe]

1374. 55s
16. 29s
16. 29s
7. 30s

7. 30s
23. 59s
23. 59s
24. 14s
24. 14s

1375. 59s
5.12s
. 12s
. 00s
. 13s
. 92s
. 21s
. 25s
. 04s
. 79s
. 21s

ON~N~NORPLPDNOO

4.29%

99.
94.
95.

14%
85%
67%

4.29%
4. 33%

100. 00%

87

100. 00%
100. 00%

67.
67.
30.
30.
97.

97

100. 00%
100. 00%

63.
63.

. 25%
. 25%
. 25%
. 25%
. 50%

50%

48%
48%
24%
24%
72%
72%

84%
84%

0. 00%

26.
23.

56%
94%

2.62%

90.
87.
97.

40%
78%
10%

2.62%

POORRRLO

COooLoo0o!

oMM A

ONNNOOoOORE!

19%
30%
11%
15%
19%
19%
33%

11%
11%
09%
09%
20%
20%
23%
23%

66%
66%
09%
09%
75%
75%
90%
90%

46%
46%
00%
61%
55%
06%
07%
01%
23%

. 06%

[eeololoNoloNoNel RPOORRFRRFRO

PRRRPOORR

0000000000 !

. 048%
. 099%
. 051%
. 060%
. 048%
. 048%
. 108%

.027%
.027%
. 024%
. 024%
. 051%
. 051%
. 059%
. 059%

.192%
.192%
. 534%
. 534%
. 726%
. 726%
. 766%
. 766%

. 375%
. 375%
. 000%

156%
140%
015%
530%

. 515%
. 570%
. 015%
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i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi ne
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

PSU
FCU

PSU
PSU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
PSU

FCU
PSU

FCU
PSU
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di gdae
di gdae

ede
ede
ede
ede
ede
ede
ede
ede
ede

em og
em og
em og
em og
em og
em og
em og
em og
em og

et hdae
et hdae
et hdae
et hdae
et hdae
et hdae
et hdae
et hdae
et hdae

fdr
fdr
fdr
fdr
fdr
fdr

2
al |

al |
al |
1
al |
1
al |
1
1
al |

al |
al |
1
al |
1
al |
1
1
al |

al |
al |
1
al |
1
al |
1
1
al |

al |
al |
1
al |
1
al |

0. 23s
8.02s

1375. 53s
14. 04s
14. 04s
4.73s
4.73s
18. 77s
18. 77s
19. 10s
19. 10s

1369. 44s
. 22s
. 22s
. 67s
. 67s
. 89s
. 89s
. 03s
. 03s

QOB DINNNN

1372. 92s
16. 79s
16. 79s
1.59s
1.59s
18. 38s
18. 38s
18.57s
18. 57s

1369. 53s
1. 76s
1. 76s
1. 02s
1.02s
2.78s

2.90% 0.07%
100. 00% 2. 29%
73.51% 4.02%
73.51% 4.02%
24.76% 1.35%
24.76% 1.35%
98.27% 5.37%
98.27% 5.37%
100. 00% 5. 46%
100. 00% 5. 46%
44.14% 0.63%
44.14% 0.63%
53.08% 0.76%
53.08% 0.76%
97.22% 1. 40%
97.22% 1.40%
100. 00% 1. 44%
100. 00% 1. 44%
90.41% 4.80%
90.41% 4.80%
8.56% 0.45%
8.56% 0.45%
98.98% 5.26%
98.98% 5.26%
100. 00% 5. 31%
100. 00% 5. 31%
61.11% 0.50%
61.11% 0.50%
35.42% 0.29%
35.42% 0.29%
96.53% 0. 80%

0.017%

o

PRPRRPRPOORRLR!' OO0OO0O0OO0COO0O' RRRLRRPROORRE!

[eNeoNoNoNaRy

. 587%

.027%
.027%
. 346%
. 346%
.373%
.373%
.397%
.397%

.162%
. 162%
. 195%
. 195%
. 358%
. 358%
. 368%
. 368%

. 228%
. 228%
. 116%
. 116%
. 345%
. 345%
. 359%
. 359%

. 129%
. 129%
. 075%
. 075%
. 203%

BSSE System and Software Engineering

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi ne
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

PSU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU
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OB WNPE

hc_cychdl
hc_cychdl
hc_cychdl
hc_cychdl
hc_cychdl
hc_cychdl
hc_cychdl
hc_cychdl
hc_cychdl

hc_exe
hc_exe
hc_exe

333333333
ceoeaaaaaq

1
1
al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |
1

2.78s
2. 88s
2. 88s

1377.99s
. 52s
. 52s
. 01s
. 01s
. 53s
. 53s
. 63s
. 63s

NNNNRP R R

1372. 28s
0. 63s
. 63s
. 62s
. 62s
. 25s
. 25s
. 34s
. 34s

PRRRPROOO

1376. 34s
9. 99s

9. 99s
2.32s
2.32s
12. 31s
12. 31s
12.52s
12. 52s

1370. 95s
3. 60s
3. 60s
0. 32s
0. 32s

96. 53%

96

100. 00%
100. 00%

93

100. 00%
100. 00%

98

100. 00%
100. 00%

90. 00%
90. 00%

. 79%
. 79%
. 40%
. 40%
. 20%

20%

.01%
.01%
.27%
.27%
. 28%

28%

. 79%
. 79%
. 53%
.53%
.32%

32%

8. 00%
8. 00%

0.
100. 00% O.
100. 00% O.

coRrpP !

WWWWOONN

80%
82%
82%

0.43%
0.43%
0.29%
0.
0
0
0
0

29%

. 72%
. 12%
. 75%
. 75%

0. 18%
0. 18%
0. 18%
0.
0
0
0
0

18%

. 36%
. 36%
. 38%
. 38%

86%
86%
66%
66%
52%
52%

. 58%
. 58%

. 03%
. 03%
.09%
.09%

[eNeoNe]

[eeololoNoloNoNel [eeololololoNoNeol

[eeololololoNoNol

[cNeoNoNely

. 203%
.211%
.211%

.111%
.111%
.074%
.074%
. 185%
. 185%
.192%
.192%

. 046%
. 046%
. 045%
. 045%
. 091%
. 091%
. 098%
. 098%

. 731%
. 731%
. 170%
. 170%
.901%
.901%
. 916%
.916%

. 263%
. 263%
. 023%
.023%

BSSE System and Software Engineering

i nstance_busyTi ne
tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi ne
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne

FCU
FCU

PSU
PSU

PSU
PSU

PSU
PSU

PSU
PSU

PSU
PSU

PSU
PSU

FCU
FCU
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al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

3.92s
3.92s
4. 00s
4. 00s

1371. 73s
. 06s
. 06s
. 00s
. 00s
. 06s
. 06s
. 12s
. 12s

[eleoNololololoNe]

1372. 21s
. 44s
. 44s
. 18s
. 18s
. 62s
. 62s
. 73s
. 73s

[eleolololololoNe]

1371. 10s
22.43s
22.43s
7. 35s

7. 35s
29. 78s
29. 78s
30. 53s
30. 53s

1368. 10s
17. 69s
17. 69s
5.48s

98. 00%
98. 00%
100. 00% 1. 14%
100. 00% 1. 14%

1.12%
1.12%

50.00% 0.02%
50.00% 0.02%
0.00% 0.00%
0.00% 0.00%
50.00% 0.02%
50.00% 0.02%
100. 00% 0. 03%
100. 00% 0. 03%
60.27% 0.13%
60.27% 0.13%
24.66% 0.05%
24.66% 0.05%
84.93% 0.18%
84.93% 0.18%
100. 00% 0. 21%
100. 00% 0. 21%
73.47% 6.42%
73.47% 6.42%
24.07% 2.10%
24.07% 2.10%
97.54% 8.52%
97.54% 8.52%
100. 00% 8. 73%
100. 00% 8. 73%
74.67% 5.06%
74.67% 5.06%
23.13% 1.57%

[eNeoNoNe]

[eeololololoNoNel [eeololololoNoNol

NNMNNNOORE!

OoOR P!

. 287%
. 287%
. 293%
. 293%

. 004%
. 004%
. 000%
. 000%
. 004%
. 004%
. 009%
. 009%

. 032%
. 032%
.013%
. 013%
. 045%
. 045%
. 053%
. 053%

. 641%
. 641%
. 538%
. 538%
. 179%
. 179%
. 234%
. 234%

. 294%
. 294%
. 401%

BSSE System and Software Engineering

tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi ne
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi ne
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

FCU
FCU

FCU
FCU

FCU
FCU

PSU
PSU

PSU
PSU

PSU
PSU

PSU
PSU

FCU
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of t
of t
of t
of t
of t

opcexe
opcexe
opcexe
opcexe
opcexe
opcexe
opcexe
opcexe
opcexe

opcsys
opcsys
opcsys
opcsys
opcsys
opcsys
opcsys
opcsys
opcsys

pcs
pcs
pcs
pcs
pcs
pcs
pcs
pcs
pcs

gde
gde
gde

1
al |
al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

1

5. 48s

23.17s
23.17s
23. 69s
23. 69s

1369. 18s
. 58s
. 58s
. 70s
. 70s
. 28s
. 28s
. 37s
. 37s

PRPRRPPRPOOOO

1370. 86s
0. 45s
. 45s
. 53s
. 53s
. 98s
. 98s
. 02s
. 02s

PRPOOOOO

1376. 18s
0. 15s
. 15s
. 05s
. 05s
. 20s
. 20s
. 27s
. 27s

[eeolololoNoNe)

1376. 81s
0. 21s
0. 21s

23. 13%
97. 80%
97. 80%

100. 00%
100. 00%

42. 34%
42. 34%
51. 09%
51.09%
93. 43%
93. 43%

100. 00%
100. 00%

44.12%
44.12%
51.96%
51.96%
96. 08%
96. 08%

100. 00%
100. 00%

55. 56%
55. 56%
18. 52%
18. 52%
74.07%
74.07%

100. 00%
100. 00%

48. 84%
48. 84%

0.
0.

ook

COooLoo0o!

.57%

63%
63%
78%
78%

17%
17%
20%
20%
37%
37%
39%
39%

13%
13%
15%
15%
28%
28%
29%
29%

04%
04%
01%
01%
06%
06%

. 08%
. 08%

06%
06%

RPRRREPO

[eeololoNoloNoNel [eeololoNoloNoNol

[eeololololoNoNel

oo!

. 401%
. 695%
. 695%
. 733%
. 733%

. 042%
. 042%
. 051%
. 051%
. 094%
. 094%
. 100%
. 100%

. 033%
. 033%
. 039%
. 039%
.072%
.072%
. 075%
. 075%

.011%
.011%
. 004%
. 004%
. 015%
. 015%
. 020%
. 020%

. 015%
. 015%
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i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi me(system

duration
t ot _sequProg busyTi ne
i nstance_sequProg_busyTi nme

FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

PSU
PSU

PSU
PSU

PSU
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gde all 0.14s 32.56% 0.04% 0.010% tot_asyncl O busyTi ne

gde 1 0. 14s 32.56% 0.04% 0.010% instance_asyncl O busyTi ne
gde all 0.35s 81.40% 0.10% 0.026% tot_ process _busyTinme

gde 1 0.35s 81.40% 0.10% 0.026% instance_busyTi ne

gde 1 0. 43s 100. 00% 0. 12% 0.031% tot_busyTi me(corrected)
gde all 0.43s 100.00% 0. 12% 0.031% tot_busyTi ne(systen

rgv all 1376.99s - - - duration

rgv all 0.13s 54.17% 0.04% 0.010% tot_sequProg_busyTi ne

rgv 1 0.13s 54.17% 0.04% 0.010% instance_sequProg_busyTi ne
rgv all 0.08s 33.33% 0.02% 0.006% tot_asyncl O busyTi nme

rgv 1 0. 08s 33.33% 0.02% 0.006% instance_asyncl O busyTi ne
rgv all 0.21s 87.50% 0.06% 0.015% tot_process_busyTinme

rgv 1 0. 21s 87.50% 0.06% 0.015% instance_busyTi ne

rgv 1 0. 24s 100. 00% 0. 07% 0.018% tot_busyTi me(corrected)
rgv all 0.24s 100.00% 0. 07% 0.018% tot_busyTi ne(systen

scf all 1370.22s - - - duration

scf all 0.51s 51.00% 0.15% 0.037% tot_sequProg_busyTi ne

scf 1 0. 51s 51.00% 0.15% 0.037% instance_sequProg_busyTi ne
scf all 0.41s 41.00% 0.12% 0.030% tot_asyncl O busyTi ne

scf 1 0.41s 41.00% 0.12% 0.030% instance_asyncl O busyTi ne
scf all 0.92s 92.00% 0.26% 0.067% tot_process_busyTi ne

scf 1 0.92s 92.00% 0.26% 0.067% instance_busyTi ne

scf 1 1. 00s 100. 00% 0.29% 0.073% tot_busyTi me(corrected)
scf all 1.00s 100. 00% 0.29% 0.073% tot_busyTi ne(systen

scr all 1370.88s - - - duration

scr all 0.10s 41.67% 0.03% 0.007% tot_sequProg_busyTi e

scr 1 0. 10s 41.67% 0.03% 0.007% instance_sequProg_busyTi e
scr all 0.06s 25.00% 0.02% 0.004% tot_asyncl O busyTi ne

scr 1 0. 06s 25.00% 0.02% 0.004% instance_asyncl O busyTi ne
scr all 0.16s 66.67% 0.05% 0.012% tot_process_busyTi ne

scr 1 0. 16s 66.67% 0.05% 0.012% instance_busyTi ne

scr 1 0. 24s 100. 00% 0. 07% 0.018% tot_busyTi me(corrected)
scr all 0.24s 100.00% 0. 07% 0.018% tot_busyTi ne(systen
sdnsp all 1366.84s - - - duration

sdnsp all 11.46s 58.92% 3.28% 0.838% tot_sequProg_busyTi ne

PSU

PSU
PSU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU
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3 sdnsp 1 11. 46s 58.92% 3.28% 0.838% instance_sequProg_busyTi ne PSU
4 sdnsp all 7.68s 39.49% 2.20% 0.562% tot_asyncl O busyTi nme -

5 sdnsp 1 7.68s 39.49% 2.20% 0.562% instance_asyncl O busyTi ne PSU
6 sdnsp all 19. 14s 98.41% 5.47% 1.400% tot_process_busyTi ne -

7 sdnsp 1 19. 14s 98.41% 5.47% 1.400% instance_busyTi ne PSU
7a sdnsp 1 19. 45s 100. 00% 5.56% 1.423% tot_busyTi me(corrected) PSU
8 sdnsp all 19.45s 100.00% 5.56% 1.423% tot_busyTi ne(systen -

1 sdpyr all 1373.43s - - - duration

2 sdpyr all 4.59s 46.98% 1.31% 0.336% tot_sequProg_busyTi ne -

3  sdpyr 1 4.59s 46.98% 1.31% 0.336% instance_sequProg_busyTi ne FCU
4 sdpyr all 4.96s 50.77% 1.42% 0.363% tot_asyncl O busyTi ne -

5 sdpyr 1 4. 96s 50.77% 1.42% 0.363% instance_asyncl O busyTi ne FCU
6 sdpyr all 9.55s 97.75% 2.73% 0.699% tot_process_busyTi ne -

7 sdpyr 1 9. 55s 97.75% 2.73% 0.699% instance_busyTi ne FCU
7a sdpyr 1 9.77s 100.00% 2. 79% 0. 715% tot_busyTi me(corrected) FCU
8 sdpyr all 9.77s 100.00% 2. 79% 0.715% tot_busyTi ne(systen -

1 sdtl all 1373.76s - - - duration

2 sdtl all 27.97s 76.50% 8.00% 2.046% tot_sequProg busyTinme -

3 sdtl 1 27.97s 76.50% 8.00% 2.046% instance_sequProg busyTi ne FCU
3 sdtl 2 0. 00s 0.00% 0.00% 0.000% instance_sequProg_busyTi ne FCU
3 sdtl 3 0. 00s 0.00% 0.00% 0.000% instance_sequProg_busyTi ne FCU
3 sdtl 4 0. 00s 0.00% 0.00% 0.000% instance_sequProg_busyTi ne PSU
4 sdtl all 7.96s 21.77% 2.28% 0.582% tot_asyncl O busyTi ne -

5 sdtl 1 3.67s 10.04% 1.05% 0.269% instance_asyncl O busyTi ne FCU
5 sdtl 2 1.31s 3.58% 0.37% 0.096% instance_asyncl O busyTi ne FCU
5 sdtl 3 1.55s 4.24% 0.44% 0.113% instance_asyncl O busyTi ne FCU
5 sdtl 4 1.43s 3.91% 0.41% 0.105% instance_asyncl O busyTi ne PSU
6 sdtl all 35.93s 98.28% 10.28% 2. 629% tot_process_busyTi ne -

7 sdtl 1 31. 64s 86.54% 9.05% 2.315% instance_busyTi ne FCU
7a sdtl 1 32.19s 88.06% 9.21% 2.355% tot_busyTi ne(corrected) FCU
7 sdtl 2 1.31s 3.58% 0.37% 0.096% instance_busyTi ne FCU
7a sdtl 2 1.33s 3.65% 0.38% 0.098% tot_ busyTi ne(corrected) FCU
7 sdtl 3 1.55s 4.24% 0.44% 0.113% instance_busyTi ne FCU
7a sdt1l 3 1.58s 4.31% 0.45% 0.115% tot_busyTi ne(corrected) FCU
7 sdtl 4 1.43s 3.91% 0.41% 0.105% instance_busyTi ne PSU
7a sdt1l 4 1. 46s 3.98% 0.42% 0.106% tot_ busyTi ne(corrected) PSU
8 sdtl all 36.56s 100. 00% 10. 46% 2. 675% tot _busyTi ne(systen) -
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sysi
sysi
sysi
sysi
sysi
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sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt np
sdt np
sdt nmp
sdt nmp

nit
nit
nit
nit
nit
nit
nit
nit
nit

1370. 74s
12. 38s
12. 38s
0. 00s
8.12s
4.42s
3. 70s
20. 50s
16. 80s
17. 21s
3. 70s
3.79s
21. 00s

1371. 02s
. 62s
. 62s
. 12s
. 12s
. 74s
. 74s
. 24s
. 24s

PRPOOOOOO

1374. 34s
32.32s
32.32s
0. 00s
8. 73s
4.94s
3.79s
41. 05s
37. 26s
38.42s
3.79s
3.91s
42. 33s

58. 95%
58. 95%
0. 00%
38.67%
21.05%
17.62%
97.62%
80. 00%
81. 95%
17.62%
18. 05%
100. 00%

50. 00%
50. 00%
9. 68%
9. 68%
59. 68%
59. 68%
100. 00%
100. 00%

76. 35%
76. 35%
0. 00%
20. 62%
11. 67%
8. 95%
96. 98%
88. 02%
90. 77%
8. 95%
9. 23%

. 54%
. 54%
00%
32%
26%
06%
86%
81%
92%
06%
08%
01%
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18%
18%
03%
03%
21%
21%
35%
35%

coooocoo0o:

24%
24%
. 00%
. 50%
.41%
. 08%
11. 74%
10. 66%
10. 99%
1. 08%
1.12%
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3.
2
2
0.
0.

100. 00% 12. 11% 3.

. 906%
. 906%
. 000%
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. 323%
.271%
. 500%
. 229%
. 259%
.271%
.277%
. 536%

. 045%
. 045%
. 009%
. 009%
. 054%
. 054%
.091%
.091%

. 365%
. 365%
. 000%
. 639%
. 361%
.277%

003%
726%
811%
277%
286%
097%
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duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi ne
i nstance_sequProg_busyTi ne
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg _busyTi ne

i nstance_sequProg_busyTi nme
i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi me(system

PSU
PSU

PSU
PSU

PSU
PSU
PSU
PSU

FCU
FCU

FCU
FCU

PSU
PSU

PSU
PSU

PSU
PSU
PSU
PSU
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tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl

t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl

usd
usd
usd
usd
usd
usd
usd
usd
usd

vgs
vgs
vgs
vgs
vgs
vgs
vgs
vgs
vgs

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

1371. 73s
. 50s
. 50s
. 35s
. 35s
. 85s
. 85s
. 93s
. 93s

[eeolololooloNe]

1374. 11s
. 33s
. 33s
. 42s
. 42s
. 75s
. 75s
. 81s
. 81s

[eeolololooloNe]

1374. 52s
11. 09s
11. 09s
2.93s
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14. 02s
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14. 26s
14. 26s

1369. 24s
. 21s
. 21s
. 11s
. 11s
. 32s
. 32s
. 39s
. 39s

[eleolololoNoloNe]

53.76% O
53.76% O
37.63% O
37.63% 0.
91.40% O
91.40% O
100. 00% O
100. 00% O

40.74% O
40.74% O
51.85% O
51.85% O.
92.59% O
92.59% O
100. 00% O
100.00% O

77.77% 3
77.77% 3
20.55% O
20.55% 0.
98.32% 4
98.32% 4
100. 00% 4
100. 00% 4

53. 85%
53. 85%
28. 21%
28. 21%
82. 05%
82. 05%
100. 00% O.
100. 00% O.
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. 24%
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.27%
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.09%
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.12%
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.21%
.23%
.23%
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. 17%
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84%
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. 09%
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11%
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.037%
.037%
. 026%
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. 062%
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. 068%
. 068%

. 024%
. 024%
. 031%
. 031%
. 055%
. 055%
. 059%
. 059%

.811%
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. 214%
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. 026%
. 026%
. 043%
. 043%

. 015%
. 015%
. 008%

008%

. 023%
. 023%
. 029%
. 029%
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duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg _busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU
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al |
al |
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al |

al |

al |
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al |

al |

al |

al |
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al |

al |

al |

1374. 18s
. 11s
. 11s
. 02s
. 02s
. 13s
. 13s
. 16s
. 16s

[eeolololoNoloNe]

1377. 07s
. 33s
. 33s
. 27s
. 27s
. 60s
. 60s
. 70s
. 70s

[eeolololooloNe]

1372. 77s
9. 52s

9. 52s
3.09s
3.09s
12. 61s
12. 61s
12. 88s
12. 88s

68. 75% 0. 03%
68. 75% 0. 03%
12.50% 0.01%
12.50% 0.01%
81.25% 0.04%
81.25% 0.04%
100. 00% 0. 05%
100. 00% 0. 05%
47.14% 0.09%
47.14% 0.09%
38.57% 0.08%
38.57% 0.08%
85.71% 0.17%
85.71% 0.17%
100. 00% 0. 20%
100. 00% 0. 20%
73.91% 2.72%
73.91% 2.72%
23.99% 0. 88%
23.99% 0. 88%
97.90% 3.61%
97.90% 3.61%
100. 00% 3. 68%
100. 00% 3. 68%
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duration
.008% tot_sequProg busyTi ne
.008% instance_sequProg busyTi ne
.001% tot_asyncl O busyTi ne
.001% instance_asyncl O _busyTi ne
.010% tot_process_busyTi ne
.010% instance_busyTi nme
.012% tot_busyTi me(corrected)
.012% tot_busyTi ne(system

[eeololoNoloNoNol

duration
.024% tot_sequProg busyTi ne
.024% instance_sequProg busyTi ne
.020% tot_asyncl O busyTi ne
.020% instance_asyncl O busyTi e
.044% tot_process_busyTi ne
.044% instance_busyTi nme
.051% tot_busyTi me(corrected)
.051% tot_busyTi ne(system

[eeololoNoloNoNol

duration
.696% tot_sequProg busyTi ne
.696% instance_sequProg busyTi ne
.226% tot_asyncl O busyTi nme
.226% instance_asyncl O busyTi e
.923% tot_process_busyTi ne
.923% instance_busyTinme
.942% tot_busyTi me(corrected)
.942% tot_busyTi ne(system

[eeololololoNoNeol

25.581% total Systemltilisati on_node=

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

FCU

FCU

FCU
FCU

ONETARGET

15.613% systenltilisation_(estinmated) for_node FCU

9.973% systemlhtilisation_(estimated) for_node PSU
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7.7.2 Network Utilisation Report

The network utilisation report informs about the traffic on each CPU and between the CPU's.

When a process sends a command it indicates which (physical) channel is to be used like "udpl"
bel owE]Then the figures are calculated and charged to each such channel.

Again, as the information of allocation of instances to CPU's is included in the command procedure table
it is possible to identify the traffic on each CPU and between the CPU's.

Each process generates such figures and they are collected by the reporting tool and and put into groups
of the occured combinations of CPU's. In our case these are; FCU-FCU, PSU-PSU and FCU-PSU / PSU-
FCU.

A user may specifiy three different amounts of cycles for such a physical channel which is related to the
following options:

- internd traffic on aCPU

There is an option by which a user can specifiy that UDP or Message Queues are used for internal
traffic. Hence, two figures need to be provided.

- externa traffic
A third figure is needed for external communmication for each partner CPU.
Such figures are defined in file easysystem.def.

Accordingly, the following report gives the name of the used physical channel by cal. 2, the involved
CPU's by cals. 3 and 4, the sum of the charged cycles (cal. 5), the sum of the data length (col. 6), and the
sum of the product "cycles * data length" (total of consumed cycles). Finaly, the last column gives the
percentage of network utilisation, i.e. the total of consumed cycles times the duration of a cycle divided
by the duration of the run.

Two additional figures are provided at the end: the total sum of network utilisation in case (1) that
seperate channels are used for forward and backward directions, and (2) that the same channel is used for
forward and backward directions.

It can clearly be seen that the network utilisation is not critical.

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ——m e — -
+ Network Utilisation Report

+

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ——m e — -
#1 udpl psu fcu 1 154 154 0. 00%
#2 udpl psu fcu 1 149 149 0. 00%
total udpl psu fcu 2.00 303. 00 303. 00 0. 00%
#1 anydev fcu fcu 893 146491 146491 0.01%
#2 anydev fcu fcu 64 10586 10586 0. 00%
#3 anydev fcu fcu 4322 512156 512156 0.04%
#4 anydev fcu fcu 562 91775 91775 0.01%

6 The channel "anydev" is sometimes used instead of an explicit name to leave it open which of the available
channelsis used.
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t ot al

anydev
anydev
anydev
anydev
anydev
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anydev
anydev
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fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
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psu
psu
psu
psu
psu
psu
psu
psu
psu

fcu
fcu
fcu

psu
psu
psu
psu
psu
psu
psu
psu
psu
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fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
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psu
psu
psu
psu
psu
psu
psu
psu

psu
psu
psu

fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu
fcu

2075
19958. 00

890
2

2093
4261
1478
697
1368
4106
14895. 00

457
11
468. 00

95
110

229734
246
121907
8299
20778
213
296461
19814
13258
1890
11665
1225
148574
334865
12886
341
12605
222728
4079
213
7459
223887
2454135. 00

146932

192

223404
451979
242266
114462
224072
438400
1841707. 00

42044
1861
43905. 00

15775
18311
9048
5790
81665
1981
3152
9984
145706. 00
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229734
246
121907
8299
20778
213
296461
19814
13258
1890
11665
1225
148574
334865
12886
341
12605
222728
4079
213
7459
223887
2454135. 00

146932
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223404
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242266
114462
224072
438400
1841707. 00

42044
1861
43905. 00

15775
18311
9048
5790
81665
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3152
9984
145706. 00

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0.
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0.

. 02%
. 00%
.01%
. 00%
. 00%
. 00%
. 02%
. 00%
. 00%
. 00%
. 00%
. 00%
.01%
. 02%
. 00%
. 00%
. 00%
. 02%
. 00%
. 00%
. 00%

02%

. 18%

. 01%
. 00%
. 02%
. 03%
. 02%
. 01%
. 02%
. 03%
. 14%

. 00%
. 00%
. 00%

. 00%
. 00%
. 00%
. 00%
. 01%
. 00%
. 00%
. 00%

01%
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+ Net wor k Summary (separated by | O direction) +
#1 udpl psu fcu 2.00 303. 00 303. 00 0. 00%
#2 anydev psu fcu 887.00 145706. 00 145706.00 0.01%
overall anydev psu fcu 889. 00 146009. 00 146009.00 0.01%
#1 anydev fcu fcu 19958. 00 2454135. 00 2454135. 00 0. 18%
overall anydev fcu fcu 19958. 00 2454135. 00 2454135. 00 0. 18%
#1 anydev psu psu 14895.00 1841707.00 1841707.00 0.14%
overall anydev psu psu 14895.00 1841707.00 1841707.00 0.14%
#1 anydev fcu psu 468. 00 43905. 00 43905. 00 0. 00%
overall anydev fcu psu 468. 00 43905. 00 43905. 00 0. 00%
£ Network Summary (merged 10 directions) -
#1 udpl psu fcu 2.00 303. 00 303. 00 0. 00%
#2 anydev fcu psu 468. 00 43905. 00 43905. 00 0. 00%
#3 anydev psu fcu 887.00 145706. 00 145706.00 0.01%
overall anydev psu fcu 1357.00 189914.00 189914.00 0.01%
#1 anydev fcu fcu 19958. 00 2454135. 00 2454135. 00 0. 18%
overall anydev fcu fcu 19958. 00 2454135. 00 2454135. 00 0. 18%
#1 anydev psu psu 14895.00 1841707.00 1841707.00 0.14%
overall anydev psu psu 14895.00 1841707.00 1841707.00 0.14%

7.7.3 Timer Report

The timer report provides with a feedback on the central timer module (RSIM). This module manages all
the timing events including timeout monitoring and triggering of periodic activities. This report is of
interest for system tuning.

The figures on the mean length of the timer queue, its maximum length and the number of timer requests
and responses may give hints for performance improvements.

The mean queue length of about 17 may be interpretd that on the average about 50% of the MSL
provesses asked for timer support.

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ——m e — -
+ Ti mer Report

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ——m e — -
#Ti mer Response: 11401

#Ti mer Aut oRepetitions: 10780
#Ti mer Request : 26941
#Ti mer Del et e: 7991
#Ti merlnsert: 18949

Maxi mumQueuelengt h: 58
#QueueSanpl es:
MeanVal ueOr QueuelLengt h:
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774 CPU Load Calibration

The report on CPU load calibration shall help a user to specifiy the amount of CPU cycles consumed
during execution of acommand line.

There are also more files which provide a feedback. E.g. "cyclesrep.perffeedback.file" can directly be
used to define the actually consumed cycles for each line. File "perfrep.perffeedback.file" includes
information about time consumption associated with the command line contents.

The load calibration report provides figures on execution of a dummy loop which is executed in order to
generate CPU load in real-time mode for the missing functional code. If an engineer has information on
what a loop step costs he can specifiy more precisely the figures in the command line columns for time
consumption and he gets a feedback on his estimation.

The execution time per dummy loop step gives the amount of CPU time consumed per loop step. Also
the observed minimum and maximum values and the computed mean value for the given number of
samples are provided.

The number of loop steps executed for the command lines for a sample measurement is given by the
second part. Again, minimum mean and maximum values are provided.

The final third part provides the current values which the user has specified. "currentCalibFacPerCycle"
converts the number of cycles into a number of loop steps. "currentBasicCycle" is the basic time unit,
usually 1us. "#cyclesPerDummyL oopStep” gives the number of cycles represented by one loop step.

Hence, the time consumption is:
<mean execution time per dummy loop step> *
<time consumption in CPU cycles as defined by the command line> *
<currentCalibFacPerCycle> /

<#cyclesPerDummyLoopStep>

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e —— . m— -
+ CPU Load Calibration Report

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e —— . m— -
#l oadCal i bSanpl es: 22538

m nExecTi mePer DummyLoopSt ep: 0. 110us
nmeanExecTi mePer DurmyLoopSt ep: 0. 133us
maxExecTi mePer DumryLoopSt ep:  40. 350us

| oopSt epsM n: 100. 000
| oopSt epsMean: 124. 408
| oopSt epsMax: 199. 000
User - defi ned dat a:

current Cal i bFacPer Cycl e: 1. 000
current Basi cCycl e: 1. 000us
#cycl esPer DurmyLoopSt ep: 1. 000
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7.75 Response Time Report

The response time report provides information on response times and processing times. It may be
used for performance monitoring or for definition of realistic timeout conditions.

To alow for measurement of response times two fields are foreseen in the standard message
header: the start time and the actual time. Hence, when receiving a message the receiver can
calculate the time difference against the two values and can make conclusions about the duration.

Usualy, a process which requests information from another process sets the starttime field to the
actual time. The receiver sets the acttime-field to the actual time after he has processed the request.
Now, the initiator of the request can measure the total response time by comparing the startime-
value with the actual time and the transmission time by comparing the acttime-field with the actual
time.

As the system does not know who is sender and receiver this can be defined by the command line.
There is a column for the broadcasting mode of a command which may be "b" for "broadcast" (i.e.
to all processes connected to aphysical channel) or "'s" for "selective" distribution of the command
(i.e. to the process only which is defined by the destination field). If this letter is a capital letter
("B" or "S") then the starttime field is set to the actual time value automatically, hence defining the
actual process as sender.

As the starttime field is only changed (if not inadvertently changed) in case a command line
contains a capital letter in the broadcasting column, the starttime value can be used as a timestamp
to find related eventsin MSC's or timing diagrams.

Response times are given for each command line whether this is meaningful or not by evaluating
the difference between starttime, acttime and the actual time. For both figures the minimum, mean
and maximum values are provided. the first set corresponds to the difference of actual time and
starttime, the second one to actual time - acttime.

The most important information of the comamnd line, the FSM and the incoming and outgoing
commands are also printed so that a user knows which action is correlated with the figures.

Only, aportion of the response time report is given.
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o m e e e e e e e e e e e e e e e meeee e +
| Response Ti me Report
o m e e e e e e e e e e e e e e e e mmeee e +

#4 sysinit(all)/stateO/subinitreturn -> reset Ti ner/ sanmeSt at e/ sysi nit

#sanpl es=1 resp(S->D >S)=(0. 000000 16.113043 16.113043) ns resp(D >S)=(0.
#5 sysinit(all)/stateO/subinitreturn -> sub_i nitcnd/ anyUser St at e/ di gdae

#sanpl es=1 resp(S->D >S)=(0. 000000 30.058026 30.058026) ns resp( D >S)=(0. 000000
#6 sysinit(all)/stateO/subinitreturn -> tinmeout/anyState/sysinit

#sanpl es=1 resp(S->D >S)=(0. 000000 30.790091 30. 790091) ns resp( D >S)=(0. 000000
#7 sysinit(all)/stateO/subinitreturn -> noCnd/ st at el/ sysinit

#sanpl es=1 resp(S->D >S)=(0.000000 31.112075 31.112075) s resp( D >S)=(0. 000000
#8 sysinit(all)/statel/subinitreturn -> reset Ti ner/ sanmeSt at e/ sysi nit

#sanpl es=1 resp(S->D >S)=(0.000000 2.915978 2.915978)ns resp( D >S)=(0. 000000
#9 sysinit(all)/statel/subinitreturn -> sub_i nitcnd/ anyUser St at e/ anadae

#sanpl es=1 resp(S->D >S)=(0. 000000 3.286004 3.286004)ns resp( D >S)=(0. 000000
#10 sysinit(all)/statel/subinitreturn -> tineout/anyState/sysinit

#sanpl es=1 resp(S->D >S)=(0. 000000 3.960013 3.960013)ns resp( D >S)=(0. 000000
#11 sysinit(all)/statel/subinitreturn -> noCnd/ st at e2/ sysi nit

#sanpl es=1 resp(S->D >S)=(0. 000000 4.251957 4.251957)mns resp( D >S)=(0. 000000
#12 sysinit(all)/state2/subinitreturn -> reset Ti ner/ sanmeSt at e/ sysi nit

#sanpl es=1 resp(S->D >S)=(0. 000000 40.078998 40.078998) ns resp( D >S)=(0. 000000
#1 sdtil(all)/init/init_serial _line -> daenonack/ anyUser State/rts

#sanpl es=4 resp(S->D >S)=(0. 000000 44.543982 54.134011) s resp( D >S)=(0. 000000
#2 sdtl(all)/init/init_serial _line -> noCnd/ operational /sdt1

#sanpl es=4 resp(S->D >S)=(0. 000000 48. 782498 59. 057951) ns resp( D >S)=(0. 000000
#3 sdt1(all)/operational /sdt ldae txcnd -> hk_data/anyUserState/rts

#sanpl es=3367 resp(S->D >S)=(0.000000 1.670576 75.535893) s resp( D >S)=(0. 000000
#1  sdtl(l)/init/init_serial _|line -> daenonack/ anyUser State/rts
#sanpl es=1 resp(S->D >S)=(0. 000000 45.418978 45.418978) ns resp( D >S)=(0. 000000
#2  sdtl(l)/init/init_serial _line -> noCnd/ oper ati onal / sdt 1
#sanpl es=1 resp(S->D >S)=(0. 000000 59. 057951 59.057951) ns resp( D >S)=(0. 000000
#3  sdt1(1)/operational/sdtldae_txcnd -> hk_data/anyUserState/rts

#sanpl es=842 resp(S->D >S)=(0.000000 1.699751 75.535893)ns resp( D >S)=(0. 000000

19.
20.
20.

18.

19.

23.

25.
39.

000000 5. 867004

811988
544052

866036

. 580000
. 950026
. 624035
. 915978

054962

197762

436278

. 653837

722027

361000

. 660703

5.
19.
20.
20.

18.

25.
39.

17.

25.
39.

867004) s
811988) s
544052) s

866036) s

. 580000) s
. 950026) 15
. 624035) s
. 915978) s

054962) s

722027) ms
361000) ns

751932) s

722027) s

361000) ns

. 958961) ns
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7.7.6 Report on MSC Generation

The following report gives information about the number of generated MSC and timing diagram records.
It is basically intended to give the tool provider information on MSC performance, e.g. how many pairs
of records were found etc.

For the user it gives an idea on the CPU load which is created by generation and logging of MSC's.

o m m e e e e e e e e eme— oo +
+ MSC Report |

o m m e e e e e e e e eme— oo +

MBCSer ver 99274 MSC records witten

MBCServer 99276 tinestanp records witten

MBCServer: 0 erroneous records received

MBCServer: 13531 I N records

MBCSer ver: 13533 OUT records

MBCSer ver: 85745 | MM records

MBCSer ver: 112807 MsCvi ew records

MBCServer: 2 remai ning of queue

MBCServer: 7 maxi mum | ength of queue

MBCServer: 0 unsuccessful attenpts to correlate

MBCSer ver: 13531 successful attenpts to correlate
MBCServer: 13530 I N records BSSE/ MsC

MBCSer ver: 13533 QUT records BSSE/ MSC

MBCSer ver: 85744 | MM records

MBCSer ver: 112807 MsCvi ew records BSSE/ MsC

MBCServer: 1 remai ni ng of queue BSSE/ MSC

MBCServer: 7 maxi mum | ength of queue BSSE/ MSC

MBCServer: 0 unsuccessful attenpts to correl ate BSSE/ MSC
MBCSer ver: 13530 successful attenpts to correl ate BSSE/ MSC
MBCSer ver: 225806 records received in total

For detailed figures of clients see file perfMSC.file

7.7.7 Command Buffer Report
Each process has an input command buffer into which incoming commands are stor if they are not
immediately processed in case they are member of the class "asyncstate”.

When a command is requested from the command buffer it is selected according to its priority which has
been assigned by the sender taking the value of the priority field of the command line.

If the figures are high (compared to the complexity of the application) either the engineer or the tool
provider should think if tuning is possible.

Interesting figures are the maximum and mean queue lengths.

The maximum value may indicate an overload of the process, at least temporarily. The mean value - if
high - indicates a permanent overload.

7 In case of seperate address spaces like for UNIX-based systems (Solaris, Linux) each process hasits own command
buffer. If processes share the same addrss space like in case of VxWorks all processes share the same command
buffer and commands are selected according to the given processid like in case of separated command buffers.
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From averification point of view it isof interest that in nearly all cases the mean value of queue length is
very closeto 1 or is 1. This means that no variation of buffer contents is needed as it is done in case of
SDL exhaustive simulation. These figures also confirm what has been indirectly observed before when
the number of system states were significantly reduced for exhaustive simulation by introduction of
shared resources like CPU or channels:

The bottel necks of shared resources enforce serialisation of the command transmission and
release only one message after the other. The variation as performed for exhaustive
simulation is equivalent to varying time delays and subsequent racings between commands.

Hence, the variation of time consumption is more representative than combinatorial variation.

Fom o e e e eeaa--- +
+ Conmand Buffer Report |

Fom o e e e e +
#Sanpl es: 3563 for acqg_hdl
#buf f er St or e: 1784 for acq_hdl
#buf f er Get : 3562 for acqg_hdl
#buf f er Fr ee: 1781 for acq_hdl
Maxi mumQueuelengt h: 3 for acqg_hdl
MeanVal uef QueuelLengt h: 1.00 for acq_hdl
Maxi mumQueuelengt hDev: 3 for acqg_hdl
MeanVal ueOf QueuelLengt hDev: 1.00 for acqg_hdl
#ExecComand: 3563 for acqg_hdl
#ExecComandErr or s: 0 for acqg_hdl
#Sanpl es: 3567 for anadae
#buf f er St or e: 1783 for anadae
#buf f er Get : 3566 for anadae
#buf f er Fr ee: 1782 for anadae
Maxi mumQueuelLengt h: 1 for anadae
MeanVal ueO QueuelLengt h: 1.00 for anadae
Maxi mumQueuelLengt hDev: 1 for anadae
MeanVal ueOf QueueLengt hDev: 1.00 for anadae
#ExecComand: 3567 for anadae
#ExecComuandErr or s: 0 for anadae
#Sanpl es: 129 for cfv

#buf f er St or e: 65 for cfv

#buf f er Get : 128 for cfv

#buf f er Fr ee: 64 for cfv

Maxi mumQueuelLengt h: 1 for cfv
MeanVal uef QueuelLengt h: 1.00 for cfv

Maxi mumQueuelLengt hDev: 1 for cfv
MeanVal ueOf QueuelLengt hDev: 1.00 for cfv
#ExecComand: 129 for cfv
#ExecComandErr or s: 0 for cfv

#Sanpl es: 12776 for cnmdhandl er
#buf f er St or e: 4775 for cndhandl er
#buf f er Get : 12724 for cndhandl er
#buf f er Fr ee: 4770 for cndhandl er
Maxi mumQueuelLengt h: 7 for cndhandl er
MeanVal ueOf QueuelLengt h: 1.91 for cndhandl er
Maxi mumQueuelLengt hDev: 7 for cndhandl er
MeanVal ueOf QueuelLengt hDev: 1.91 for cndhandl er
#ExecComand: 12725 for cndhandl er
#ExecComandErr or s: 0 for cndhandl er
#Sanpl es: 1315 for digdae

SMSL-RP-001-BSSE  Issue: 1 Rev.: 0 Date: 05.11.1999
ESTEC Contract No. 13309/98/NL/MV

- 106 -



Dr. Rainer Gerlich

BSSE System and Software Engineering

#buf f er St or e: 658 for digdae
#buf f er Get : 1314 for digdae
#buf f er Fr ee: 657 for digdae
Maxi mumQueuelengt h: 1 for digdae
MeanVal uef QueuelLengt h: 1.00 for digdae
Maxi mumQueuelengt hDev: 1 for digdae
MeanVal uef QueuelLengt hDev: 1.00 for digdae
#ExecComand: 1315 for digdae
#ExecComandErr or s: 0 for digdae
#Sanpl es: 4228 for ede
#buf f er St or e: 1413 for ede

#buf f er Get : 4221 for ede

#buf f er Fr ee: 1412 for ede

Maxi mumQueuelLengt h: 3 for ede
MeanVal uef QueuelLengt h: 1.02 for ede

Maxi mumQueuelLengt hDev: 3 for ede
MeanVal ueOf QueuelLengt hDev: 1.02 for ede
#ExecComand: 4222 for ede
#ExecComuandErr or s: 0 for ede
#Sanpl es: 1081 for emog
#buf f er St or e: 537 for em og
#buf fer Get : 1072 for emog
#buf f er Fr ee: 536 for em og
Maxi mumQueuelengt h: 3 for em og
MeanVal ueOr QueuelLengt h: 1.02 for emog
Maxi mumQueuelengt hDev: 3 for em og
MeanVal ueOf QueueLengt hDev: 1.02 for em og
#ExecComand: 1073 for em og
#ExecComuandErr or s: 0 for em og
#Sanpl es: 5287 for ethdae
#buf f er St or e: 2643 for ethdae
#buf f er Get : 5286 for ethdae
#buf f er Fr ee: 2642 for ethdae
Maxi mumQueuelLengt h: 3 for ethdae
MeanVal ueOr QueuelLengt h: 1.86 for ethdae
Maxi mumQueuelLengt hDev: 3 for ethdae
MeanVal ueOf QueueLengt hDev: 1.86 for ethdae
#ExecComand: 5287 for ethdae
#ExecComuandErr or s: 0 for ethdae
#Sanpl es: 1108 for fdr

#buf f er St or e: 529 for fdr

#buf f er Get : 1104 for fdr

#buf f er Fr ee: 528 for fdr

Maxi mumQueuelLengt h: 2 for fdr
MeanVal ueOf QueuelLengt h: 1.05 for fdr

Maxi mumQueuelLengt hDev: 2 for fdr
MeanVal ueOf QueuelLengt hDev: 1.05 for fdr
#ExecComand: 1105 for fdr
#ExecComuandErr or s: 0 for fdr
#Sanpl es: 1762 for hc_cychdl
#buf f er St or e: 881 for hc_cychdl
#buf f er CGet : 1761 for hc_cychdl
#buf f er Fr ee: 880 for hc_cychdl
Maxi mumQueuelengt h: 1 for hc_cychdl
MeanVal ueOf QueuelLengt h: 1.00 for hc_cychdl
Maxi mumQueuelengt hDev: 1 for hc_cychdl

MeanVal uef QueuelLengt hDev: 1.00 for hc_cychdl
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#ExecComand: 1762 for hc_cychdl
#ExecComuandErr or s: 0 for hc_cychdl
#Sanpl es: 223 for hc_exe
#buf f er St or e: 112 for hc_exe
#buf f er Get : 222 for hc_exe
#buf f er Fr ee: 111 for hc_exe
Maxi mumQueuelLengt h: 1 for hc_exe
MeanVal uef QueuelLengt h: 1.00 for hc_exe
Maxi mumQueuelLengt hDev: 1 for hc_exe
MeanVal uef QueueLengt hDev: 1.00 for hc_exe
#ExecComand: 223 for hc_exe
#ExecCommandErr or s: 0 for hc_exe
#Sanpl es: 4267 for nfg
#buf f er St or e: 1420 for nfg
#buf f er Get : 4264 for nfg
#buf f er Fr ee: 1418 for nfg
Maxi mumQueuelLengt h: 3 for nfg
MeanVal ueOf QueuelLengt h: 1.03 for nfg
Maxi mumQueuelLengt hDev: 3 for nfg
MeanVal ueOf QueueLengt hDev: 1.03 for nfg
#ExecComand: 4265 for nfg
#ExecComandErr or s: 0 for nfg
#Sanpl es: 895 for nildae
#buf f er St or e: 447 for mldae
#buf f er Get : 894 for nildae
#buf f er Fr ee: 446 for mldae
Maxi mumQueuelLengt h: 3 for mldae
MeanVal ueO QueuelLengt h: 1.87 for nildae
Maxi mumQueuelLengt hDev: 3 for mldae
MeanVal ueOf QueueLengt hDev: 1.87 for nil dae
#ExecComand: 895 for mldae
#ExecComuandErr or s: 0 for mldae
#Sanpl es: 5 for nm dae
#buf f er St or e: 3 for nm dae
#buf f er Get : 4 for nm dae
#buf f er Fr ee: 2 for nm dae
Maxi mumQueuelLengt h: 1 for nm dae
MeanVal ueO QueuelLengt h: 1.00 for nmdae
Maxi mumQueuelLengt hDev: 1 for nm dae
MeanVal ueOf QueueLengt hDev: 1.00 for mm dae
#ExecComand: 5 for nm dae
#ExecCommandErr or s: 0 for nm dae
#Sanpl es: 133 for ns__sv
#buf f er St or e: 52 for ns__sv
#buf f er Get : 132 for ns__sv
#buf f er Fr ee: 51 for ns__sv
Maxi mumQueuelengt h: 1 for ms__sv
MeanVal ueOf QueuelLengt h: 1.00 for ns__sv
Maxi mumQueuelengt hDev: 1 for ns__sv
MeanVal uef QueueLengt hDev: 1.00 for ns__sv
#ExecComand: 133 for ns__sv
#ExecCommandErr or s: 0 for ns__sv
#Sanpl es: 9670 for msp
#buf f er St or e: 3287 for nsp
#buf f er Get : 9639 for nsp
#buf f er Fr ee: 3285 for nsp
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Maxi mumQueuelengt h: 8 for mep
MeanVal uef QueuelLengt h: 1.23 for nsp
Maxi mumQueuelengt hDev: 8 for mep
MeanVal uef QueuelLengt hDev: 1.23 for msp
#ExecComand: 9640 for nsp
#ExecComandErr or s: 0 for mep
#Sanpl es: 5496 for oft
#buf f er St or e: 1832 for oft
#buf f er Get : 5492 for oft
#buf f er Fr ee: 1830 for oft
Maxi mumQueuelLengt h: 3 for oft
MeanVal uef QueuelLengt h: 1.01 for oft
Maxi mumQueuelLengt hDev: 3 for oft
MeanVal uef QueueLengt hDev: 1.01 for oft
#ExecComand: 5493 for oft
#ExecComandErr or s: 0 for oft
#Sanpl es: 241  for opcexe
#buf f er St or e: 121 for opcexe
#buf f er Get : 240 for opcexe
#buf f er Fr ee: 120 for opcexe
Maxi mumQueuelengt h: 1 for opcexe
MeanVal ueOf QueuelLengt h: 1.00 for opcexe
Maxi mumQueuelengt hDev: 1 for opcexe
MeanVal uef QueuelLengt hDev: 1.00 for opcexe
#ExecComand: 241 for opcexe
#ExecComandErr or s: 0 for opcexe
#Sanpl es: 161 for opcsys
#buf f er St ore: 81 for opcsys
#buf f er Get : 160 for opcsys
#buf f er Fr ee: 80 for opcsys
Maxi mumQueuelengt h: 1 for opcsys
MeanVal uef QueuelLengt h: 1.00 for opcsys
Maxi mumQueuelengt hDev: 1 for opcsys
MeanVal ueOf QueuelLengt hDev: 1.00 for opcsys
#ExecComand: 161 for opcsys
#ExecComuandErr or s: 0 for opcsys
#Sanpl es: 27 for pcs
#buf f er St or e: 14 for pcs
#buf f er Get : 26 for pcs
#buf f er Fr ee: 13 for pcs
Maxi mumQueuelengt h: 1 for pcs
MeanVal ueOf QueuelLengt h: 1.00 for pcs
Maxi mumQueuelengt hDev: 1 for pcs
MeanVal ueOf QueueLengt hDev: 1.00 for pcs
#ExecComand: 27 for pcs
#ExecComandErr or s: 0 for pcs
#Sanpl es: 41 for qde
#buf f er St or e: 22 for gde
#buf f er Get : 40 for gde
#buf f er Fr ee: 20 for gde
Maxi mumQueuelengt h: 2 for gde
MeanVal ueOf QueuelLengt h: 1.02 for qde
Maxi mumQueuelengt hDev: 2 for gde
MeanVal ueOf QueuelLengt hDev: 1.02 for qde
#ExecComand: 41 for gde
#ExecComandErr or s: 0 for gde
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#Sanpl es: 25 for rgv
#buf f er St or e: 14 for rgv
#buf f er Get : 24 for rgv
#buf f er Fr ee: 12 for rgv
Maxi mumQueuelLengt h: 2 for rgv
MeanVal ueOf QueuelLengt h: 1.04 for rgv
Maxi mumQueuelLengt hDev: 2 for rgv
MeanVal ueOf QueueLengt hDev: 1.04 for rgv
#ExecComand: 25 for rgv
#ExecComandErr or s: 0 for rgv
#Sanpl es: 151 for scf
#buf fer Store: 72 for scf
#buf f er Get : 150 for scf
#buf f er Fr ee: 71 for scf
Maxi mumQueuelLengt h: 1 for scf
MeanVal ueOf QueuelLengt h: 1.00 for scf
Maxi mumQueuelLengt hDev: 1 for scf
MeanVal uef QueueLengt hDev: 1.00 for scf
#ExecComand: 151 for scf
#ExecComandErr or s: 0 for scf
#Sanpl es: 17 for scr
#buf f er St or e: 10 for scr
#buf f er Get : 16 for scr
#buf f er Fr ee: 8 for scr
Maxi mumQueuelLengt h: 2 for scr
MeanVal ueOf QueuelLengt h: 1.06 for scr
Maxi mumQueuelLengt hDev: 2 for scr
MeanVal ueOf QueuelLengt hDev: 1.06 for scr
#ExecComand: 17 for scr
#ExecComuandErr or s: 0 for scr
#Sanpl es: 2958 for sdmsp
#buf f er St or e: 1479 for sdmsp
#buf f er Get : 2957 for sdnsp
#buf f er Fr ee: 1478 for sdmsp
Maxi mumQueuelengt h: 1 for sdnsp
MeanVal ueOf QueuelLengt h: 1.00 for sdmsp
Maxi mumQueuelengt hDev: 1 for sdnsp
MeanVal uef QueuelLengt hDev: 1.00 for sdnsp
#ExecComand: 2958 for sdnsp
#ExecComandErr or s: 0 for sdnsp
#Sanpl es: 1812 for sdpyr
#buf f er St or e: 906 for sdpyr
#buf f er Get : 1811 for sdpyr
#buf f er Fr ee: 905 for sdpyr
Maxi mumQueuelengt h: 1 for sdpyr
MeanVal ueOf QueuelLengt h: 1.00 for sdpyr
Maxi mumQueuelengt hDev: 1 for sdpyr
MeanVal ueOf QueuelLengt hDev: 1.00 for sdpyr
#ExecComand: 1812 for sdpyr
#ExecComandErr or s: 0 for sdpyr
#Sanpl es: 5557 for sdtl
#buf f er St or e: 2740 for sdtl
#buf f er Get : 5482 for sdtl
#buf f er Fr ee: 2739 for sdtl
Maxi mumQueuelengt h: 2 for sdtl
MeanVal ueOf QueuelLengt h: 1.02 for sdtl
Maxi mumQueuelengt hDev: 2 for sdtl
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MeanVal ueOf QueuelLengt hDev:

#ExecCommand:
#ExecCommandErr or s:

#Sanpl es:

#buf fer Store:
#buf f er Get :

#buf f er Fr ee:

Maxi mumQueuelLengt h:
MeanVal ueOf QueuelLengt h:
Maxi mumQueuelLengt hDev:

MeanVal ueOf QueuelLengt hDev:

#ExecCommand:
#ExecCommandError s:

#Sanpl es:

#buf fer Store:
#buf f er Get :

#buf f er Fr ee:

Maxi mumQueuelLengt h:
MeanVal ueOf QueuelLengt h:
Maxi mumQueuelLengt hDev:

MeanVal ueOf QueuelLengt hDev:

#ExecCommand:
#ExecCommandErr or s:

#Sanpl es:

#buf fer St or e:
#buf f er Get :

#buf f er Fr ee:

Maxi mumQueuelLengt h:
MeanVal ueO QueuelLengt h:
Maxi mumQueuelLengt hDev:

MeanVal ueOf QueuelLengt hDev:

#ExecCommand:
#ExecCommandErr or s:

#Sanpl es:

#buf fer St ore:
#buf f er Get :

#buf f er Fr ee:

Maxi mumQueuelLengt h:
MeanVal ueOf QueuelLengt h:
Maxi mumQueuelLengt hDev:

MeanVal ueOf QueuelLengt hDev:

#ExecCommand:
#ExecCommandErr or s:

#Sanpl es:

#buf fer Store:
#buf f er CGet :

#buf f er Fr ee:

Maxi mumQueuelLengt h:
MeanVal ueO QueuelLengt h:
Maxi mumQueuelLengt hDev:

MeanVal ueOf QueuelLengt hDev:

#ExecCommand:
#ExecCommandErr or s:

#Sanpl es:
#buf f er St ore:
#buf f er Get :
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1.02
5483
0

2739
1369
2738
1368
1

1.00
1

1.00
2739
0

179
38
178
37

1
1.00
1
1.00
179
0

9666
2758
9657
2757
4

1.02
4

1.02
9658
0

1326
664
1325
662
2
1.00
2
1.00
1326

1.01
2
1.01
153
0

4128
1377
4125

for
for
for

for
for
for
for
for
for
for
for
for
for

for
for
for
for
for
for
for
for
for
for

for
for
for
for
for
for
for
for
for
for

for
for
for
for
for
for
for
for
for
for

for
for
for
for
for
for
for
for
for
for

for
for
for

sdt 1
sdt 1
sdt 1

sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp

sysinit
sysinit
sysinit
sysinit
sysinit
sysinit
init
init
init
init

nnunuonm
_g <K<K
RN

3 3333333333

tny_cychdl
tny_cychdl
tny_cychdl
tny_cychdl
tny_cychdl
tny_cychdl
tny_cychdl
tny_cychdl
tny_cychdl
tny_cychdl

tny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl

usd
usd
usd
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#buf f er Fr ee: 1376 for usd
Maxi mumQueuelLengt h: 3 for usd
MeanVal uef QueuelLengt h: 1.01 for usd
Maxi mumQueuelLengt hDev: 3 for usd
MeanVal uef QueuelLengt hDev: 1.01 for usd
#ExecCommand: 4126 for usd
#ExecComuandEr r or s: 0 for usd
#Sanpl es: 51 for vgs
#buf f er St or e: 27 for vgs
#buf f er Get : 50 for vgs
#buf f er Fr ee: 25 for vgs
Maxi mumQueuelengt h: 2 for vgs
MeanVal ueO QueuelLengt h: 1.02 for vgs
Maxi mumQueuelengt hDev: 2 for vgs
MeanVal ueOf QueueLengt hDev: 1.02 for vgs
#ExecComand: 51 for vgs
#ExecComuandErr or s: 0 for vgs
#Sanpl es: 5 for vgs_sv
#buf f er St or e: 3 for vgs_sv
#buf f er Get : 4 for vgs_sv
#buf f er Fr ee: 2 for vgs_sv
Maxi mumQueuelengt h: 1 for vgs_sv
MeanVal uef QueuelLengt h: 1.00 for vgs_sv
Maxi mumQueuelengt hDev: 1 for vgs_sv
MeanVal uef QueueLengt hDev: 1.00 for vgs_sv
#ExecComand: 5 for vgs_sv
#ExecComandErr or s: 0 for vgs_sv
#Sanpl es: 91 for wpa
#buf f er St or e: 46 for wpa
#buf f er Get : 90 for wpa
#buf f er Fr ee: 45 for wpa
Maxi mumQueuelengt h: 1 for wpa
MeanVal uef QueuelLengt h: 1.00 for wpa
Maxi mumQueuelengt hDev: 1 for wpa
MeanVal uef QueueLengt hDev: 1.00 for wpa
#ExecComand: 91 for wpa
#ExecComuandErr or s: 0 for wpa
#Sanpl es: 4141 for wpp
#buf f er St or e: 1383 for wpp
#buf f er Get : 4134 for wpp
#buf f er Fr ee: 1382 for wpp
Maxi mumQueuelengt h: 2 for wpp
MeanVal ueOf QueuelLengt h: 1.01 for wpp
Maxi mumQueuelengt hDev: 2 for wpp
MeanVal ueOf QueuelLengt hDev: 1.01 for wpp
#ExecComand: 4135 for wpp
#ExecComuandErr or s: 0 for wpp
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7.8 The"StressTesting" Case

For stress testing the system processes were exposed to automated stimulation by commands except for
sysinit, cmdhandler, ethdae and mildae. "sysinit" is only involved in system initialisation, cmdhandler,
ethdae and mildae are already automatically stimulated in the operaional case. Therefore only the
remaining processes shall be subject of stress testing.

In this mode the system issues periodically commands to the processes which leads to a creation of a
speciific command of a process which is selected out of the set of commands related to its actual state.

If the destination is not explicitly defined (e.g. in case of rts or udc) the outgoing command is sent to the
sender which creates error conditions and possibly cyclic loops for command processing. In case a
command line is activated which starts a periodic activity the workload is heavily increased (one
incoming command generates an infinite number of future events).

This way the system is exposed to stress and it is of interest to analyse if and how the system survives
this attack.

7.8.1 The Exception Report

The exception report has to be compared with the exception report of the operational case in order to
identify locations which are sensitive for stress testing. A comparison shows that the same lines are
involved and such lines are related to timeout conditions. So no new lines are identified. For occurence
of wrong incoming commands the error.log-file and the MSC-file has to be analysed. A number of
exceptions for incoming commands are reported.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo s +
+ Excepti on Report |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo s +
line 2 ede(all)/pre_init/daenpnack 30 exceptions
line 6 ede(all)/init/hk_data 119 exceptions
line 2 nfg(all)/pre_init/daenonack 27 exceptions
line 6 nfg(all)/init/hk_data 97 exceptions

line 7 ms__sv(all)/anyStat e/ daenonack 40 exceptions

line 2 nsp(all)/pre_init/daenpnack 9 exceptions
line 47 nsp(all)/operational/ms_specdata 117 exceptions
line 51 nsp(all)/operational/ms_hkdata 111 exceptions
line 56 nsp(all)/operational/ns_trpdata 7 exceptions
line 2 oft(all)/pre_init/daenpnack 29 exceptions
line 6 oft(all)/init/hk_data 103 exceptions
line 6 tnp(l)/init/hk_data 52 exceptions
line 2 tmp(2)/pre_init/daenonack 29 exceptions
line 6 tnmp(2)/init/hk_data 61 exceptions
line 2 tmp(all)/pre_init/daenpnack 29 exceptions
line 6 tmp(all)/init/hk_data 113 exceptions
line 2 wusd(all)/pre_init/daenonack 24 exceptions
line 6 wusd(all)/init/hk_data 89 exceptions
line 2 wpp(all)/pre_init/daenonack 36 exceptions
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line 6 wpp(all)/init/hk_data 86 exceptions

7.8.2 TheCommand Buffer Report

Due to the increased load a slightly higher figure occurs for the mean queue length for most of the
processes. In some exceptional cases like for fdr, hc_cychdl and tmy_cychdl the buffer is exhausted due
to repeated activiation of acommand line which starts a periodic timer. This can be seen by the MSC and
the timing diagrams.

It has to be decided by the project if a protection is really needed against such inadvertent commands or
not.

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo s +
+ Conmand Buffer Report

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e ee oo s +
#Sanpl es: 6 for ethdae

#buf fer Store: 4 for ethdae

#buf f er Get : 5 for ethdae

#buf f er Fr ee: 2 for ethdae

Maxi mumQueuelLengt h: 2 for ethdae

MeanVal ueOf QueuelLengt h: 1.17 for ethdae

Maxi mumQueuelLengt hDev: 2 for ethdae
MeanVal ueOf QueueLengt hDev: 1.17 for ethdae
#ExecCommand: 6 for ethdae
#ExecComuandEr r or s: 0 for ethdae

#Sanpl es: 6 for ethdae
#buf fer Store: 4 for ethdae
#buf f er Get : 5 for ethdae
#buf f er Fr ee: 2 for ethdae
Maxi mumQueuelLengt h: 2 for ethdae
MeanVal ueOf QueuelLengt h: 1.17 for ethdae
Maxi mumQueuelLengt hDev: 2 for ethdae
MeanVal ueOf QueueLengt hDev: 1.17 for ethdae
#ExecCommand: 6 for ethdae
#ExecComuandEr r or s: 0 for ethdae
#Sanpl es: 3322 for fdr

#buf f er St or e: 1618 for fdr

#buf f er Get : 3088 for fdr

#buf f er Fr ee: 1617 for fdr

Maxi mumQueuelLengt h: 200 for fdr
MeanVal ueO QueuelLengt h: 23.19 for fdr

Maxi mumQueuelLengt hDev: 199 for fdr
MeanVal ueOf QueueLengt hDev: 23.13 for fdr
#ExecCommand: 3287 for fdr
#ExecComandErr or s: 199 for fdr
#Sanpl es: 2816 for hc_cychd
#buf fer Store: 1606 for hc_cychd
#buf f er Get : 2390 for hc_cychd
#buf f er Fr ee: 1605 for hc_cychd
Maxi mumQueuelengt h: 200 for hc_cychd
MeanVal ueOf QueuelLengt h: 20.84 for hc_cychd
Maxi mumQueuelengt hDev: 199 for hc_cychd

MeanVal ueOf QueuelLengt hDev: 20.70 for hc_cychd
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#ExecComand: 2788 for hc_cychdl
#ExecComuandErr or s: 407 for hc_cychdl
#Sanpl es: 530 for ns__sv
#buf f er St or e: 283 for ns__sv
#buf f er Get : 521 for ns__sv
#buf f er Fr ee: 280 for ns__sv
Maxi mumQueuelengt h: 4 for ns__sv
MeanVal uef QueuelLengt h: 1.68 for ns__sv
Maxi mumQueuelengt hDev: 4 for ns__sv
MeanVal uef QueueLengt hDev: 1.68 for ns__sv
#ExecComand: 522 for ns__sv
#ExecCommandErr or s: 0 for ns__sv
#Sanpl es: 2549 for tmy_cychdl
#buf f er St or e: 1473 for tmy_cychdl
#buf f er Get : 2122 for tmy_cychdl
#buf f er Fr ee: 1472 for tmy_cychdl
Maxi mumQueuelLengt h: 200 for tny_cychdl
MeanVal ueOf QueuelLengt h: 20.78 for tny_cychdl
Maxi mumQueuelLengt hDev: 199 for tny_cychdl
MeanVal ueOf QueueLengt hDev: 20.62 for tmy_cychdl
#ExecComand: 2520 for tmy_cychdl
#ExecComuandErr or s: 409 for tny_cychdl
#Sanpl es: 1883 for wpp
#buf f er St or e: 689 for wpp

#buf f er Get : 1874 for wpp

#buf f er Fr ee: 681 for wpp

Maxi mumQueuelengt h: 14 for wpp
MeanVal ueOf QueuelLengt h: 1.57 for wp

Maxi mumQueuelengt hDev: 14 for wpp
MeanVal ueOf QueuelLengt hDev: 1.57 for wpp
#ExecComand: 1875 for wpp
#ExecComuandErr or s: 0 for wpp
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7.8.3 Thereport on CPU Utilisation

The report on CPU utilisation shows a significantly increased figure However, these figures also prove that the system does tolerate such a
for the CPU laod due to the automated and periodic stimulation and high workload without crashing.
start of anumber of cyclic activities.

e m m e e e e e e e e e e e e e e e e e e e e e e e e e mee—— o on +
+ Eval uation of CPU Utilisation
e m m e e e e e e e e e e e e e e e e e e e e e e e e e mee—— o on +

PROCM N=opcsys M NDUR=597. 48 PROCVAX=fdr MAXDUR=779.78

1 RSIM all 613.08s - - - duration

2 RSIM all 0.13s 1.08% 0.03% 0.022% tot_sequProg busyTi ne -

3 RSIM 1 0.13s 1.08% 0.03% 0.022% instance_sequProg busyTi ne

4 RSIM all 2.66s 22.00% 0.65% 0.445% tot_asyncl O busyTi ne -

5 RSIM 1 2. 66s 22.00% 0.65% 0.445% instance_asyncl O busyTi ne

6 RSIM all 2.79s 23.08% 0.68% 0.467% tot_process_busyTi ne -

7 RSIM 1 2.79s 23.08% 0.68% 0.467% instance_busyTi ne

7a RSIM 1 12.09s 100.00% 2. 96% 2.023% tot_busyTi me(corrected)

8 RSIM all 12.09s 100.00% 2.96% 2.023% tot_busyTi ne(systen) -

1 acqg_hdl all 603.01s - - - duration

2 acqg_hdl all 15.20s 60.41% 3.72% 2.544% tot_sequProg busyTi nme -

3 acg_hdl 1 15.20s 60.41% 3.72% 2.544% instance_sequProg busyTi ne FCU
3 acg_hdl 2 0. 00s 0.00% 0.00% 0.000% instance_sequProg_busyTi ne PSU
4 acqg_hdl all 8.92s 35.45% 2.18% 1.493% tot_asyncl O busyTi nme -

5 acqg_hdl 1 1.49s 5.92% 0.36% 0.249% instance_asyncl O busyTi ne FCU
5 acqg_hdl 2 7.43s 29.53% 1.82% 1.244% instance_asyncl O busyTi ne PSU
6 acqg_hdl all 24.12s 95.87% 5.90% 4.037% tot_process_busyTi ne -

7 acqg_hdl 1 16.69s 66.34% 4.08% 2.793% instance_busyTi ne FCU
7a acq_hdl 1 17.41s 69.20% 4.26% 2.914% tot_busyTi me(corrected) FCU
7 acqg_hdl 2 7.43s 29.53% 1.82% 1.244% instance_busyTi ne PSU
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1 mmdae al |
2 nmm dae al |
3 mm.dae 1
4 mm dae al |
5 mm dae 1
6 mm dae al |
7 nmm._dae 1
7a mm dae 1
8 mm dae al
1 nms__sv al |
2 ms__sv al |
3 mB__Sv 1
4 ms__SV al |
5 nms__sv 1
6 ns__sv al |
7 mB__Sv 1
7a me__Sv 1
8 ms__sv al |
1 msp al |

2.53s
2.53s
11. 69s
11. 69s
12. 03s
12. 03s

611. 56s
. 10s
. 10s
. 01s
. 01s
. 11s
. 11s
. 15s
. 15s

03. 47s
. 50s
. 50s
. 38s
. 38s
. 88s
. 88s
. 93s
. 93s

PRPRPPRPOORRFPO® [eleololooloNoNe]

05. 79s
. 11s
. 11s
. 73s
. 73s
. 84s
. 84s
. 94s
. 94s

WWWWOoOOoOWWo

624. 48s

21.03%
21.03%
97. 17%
97. 17%
100. 00%
100. 00%

66. 67%
66. 67%
6.67%

6.67%

73. 33%
73. 33%
100. 00%
100. 00%

77.72%
77.72%
19. 69%
19. 69%
97. 41%
97. 41%
100. 00%
100. 00%

78.93%
78.93%
18. 53%
18. 53%
97. 46%
97. 46%
100. 00%
100. 00%

NI OO

COoOoLoo0o!

COooLoo0o!

62%
62%
86%
86%
94%
94%

02%
02%
00%
00%
03%
03%
04%
04%

37%
37%
09%
09%
46%
46%
47%
47%

76%
76%
18%
18%
94%
94%
96%
96%
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[eeololololoNoNe R NNFRPFPOO

[eeololoNoloNoNol

OCOO0O0O0OCOO!

. 423%
. 423%
. 957%
. 957%
. 013%
. 013%

.017%
.017%
. 002%
. 002%
. 018%
. 018%
. 025%
. 025%

. 251%
. 251%
. 064%
. 064%
. 315%
. 315%
. 323%
. 323%

.521%
.521%
.122%

122%

. 643%
. 643%
. 659%
. 659%

tot _asyncl O busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

PSU

PSU
PSU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU

PSU
PSU

PSU
PSU
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2 nsp all 15.51s 75.58% 3.79% 2.596% tot_sequProg busyTinme -

3 msp 1 15.51s 75.58% 3.79% 2.596% instance_sequProg busyTi ne PSU
4 nmsp all 4.19s 20.42% 1.02% 0.701% tot_asyncl O busyTi ne -

5 msp 1 4.19s 20.42% 1.02% 0.701% instance_asyncl O busyTi ne PSU
6 nBp all 19.70s 96.00% 4.82% 3.297% tot_process_busyTi ne -

7 nBp 1 19.70s 96.00% 4.82% 3.297% instance_busyTi ne PSU
7a nep 1 20.52s 100.00% 5. 02% 3.434% tot_busyTi ne(corrected) PSU
8 nmsp all 20.52s 100.00% 5.02% 3.434% tot_busyTi ne(systen) -

1 oft all 613.88s - - - duration

2 oft all 10.75s 77.56% 2.63% 1.799% tot_sequProg busyTi nme -

3 oft 1 10.75s 77.56% 2.63% 1.799% instance_sequProg busyTi ne FCU
4 oft all 2.82s 20.35% 0.69% 0.472% tot_asyncl O busyTi ne -

5 oft 1 2.82s 20.35% 0.69% 0.472% instance_asyncl O busyTi ne FCU
6 oft all 13.57s 97.91% 3.32% 2.271% tot_process_busyTi ne -

7 oft 1 13.57s 97.91% 3.32% 2.271% instance_busyTi ne FCU
7a oft 1 13.86s 100.00% 3.39% 2.320% tot_busyTi me(corrected) FCU
8 oft all 13.86s 100.00% 3.39% 2.320% tot_busyTi ne(systen) -

1 opcexe all 608. 46s - - - duration

2 opcexe all 2.03s 71.73% 0.50% 0.340% tot_sequProg busyTinme -

3 opcexe 1 2.03s 71.73% 0.50% 0.340% instance_sequProg busyTi me FCU
4 opcexe all 0.65s 22.97% 0.16% 0.109% tot_asyncl O busyTi ne -

5 opcexe 1 0. 65s 22.97% 0.16% 0.109% instance_asyncl O busyTi ne FCU
6 opcexe all 2.68s 94.70% 0.66% 0.449% tot_process_busyTi ne -

7 opcexe 1 2.68s 94.70% 0.66% 0.449% instance_busyTi ne FCU
7a opcexe 1 2.83s 100. 00% 0. 69% 0.474% tot_busyTi me(corrected) FCU
8 opcexe all 2.83s 100.00% 0. 69% 0.474% tot_busyTi ne(systemn -

1 opcsys all 597.48s - - - duration

2 opcsys all 2.09s 73.33% 0.51% 0.350% tot_sequProg busyTinme -

3 opcsys 1 2.09s 73.33% 0.51% 0.350% instance_sequProg _busyTi nme FCU
4 opcsys all 0.67s 23.51% 0.16% 0.112% tot_asyncl O busyTi ne -

5 opcsys 1 0.67s 23.51% 0.16% 0.112% instance_asyncl O busyTi ne FCU
6 opcsys all 2.76s 96.84% 0.68% 0.462% tot_process_busyTi ne -

7 opcsys 1 2.76s 96.84% 0.68% 0.462% instance_busyTi ne FCU
7a opcsys 1 2.85s 100.00% 0. 70% 0.477% tot_busyTi me(corrected) FCU
8 opcsys all 2.85s 100.00% 0. 70% 0.477% tot_busyTi ne(systen -

SMSL-RP-001-BSSE Issue: 1 Rev.: 0 Date: 05.11.1999
ESTEC Contract No. 13309/98/NL/MV

-121 -



Dr. Rainer Gerlich

ON~NOUITRWN B ON~NO U WNE ON~NO U WN R
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pcs
pcs
pcs
pcs
pcs
pcs
pcs
pcs
pcs

gde
gde
gde
gde
gde
gde
gde
gqde
gde

rgv
rgv
rgv
rgv
rgv
rgv
rgv
rgv
rgv

scf
scf
scf
scf
scf
scf
scf

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

al |

al |
al |

al |

al |

612. 45s
. 28s
. 28s
. 57s
. 57s
. 85s
. 85s
. 95s
. 95s

NNNNOONDN

09. 64s
. 23s
. 23s
. 60s
. 60s
. 83s
. 83s
. 94s
. 94s

NNNNOONNOD

06. 58s
. 56s
. 56s
. 64s
. 64s
. 20s
. 20s
. 29s
. 29s

11. 29s
. 34s
. 34s
. 65s
. 65s
. 99s
. 99s

NNOONNOD WWWWOONNOD

77.29%
77.29%
19. 32%
19. 32%
96. 61%
96. 61%
100. 00%
100. 00%

75. 85%
75. 85%
20. 41%
20. 41%
96. 26%
96. 26%
100. 00%
100. 00%

77.81%
77.81%
19. 45%
19. 45%
97. 26%
97.26%
100. 00%
100. 00%

76. 22%
76. 22%
21. 17%
21. 17%
97. 39%
97. 39%

©0000000! 00000000

COOLooo0o!

cooooo!

. 56%

56%
14%
14%
70%
70%
72%
72%

55%
55%
15%
15%
69%
69%
72%
72%

63%
63%
16%
16%
78%
78%
80%
80%

57%
57%
16%
16%
73%

. 73%
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[eNeololololoNoNol [eNeololololoNoNol [eNeololololoNoNel

[oNeoloNoNoNaly

. 382%
. 382%
. 095%
. 095%
LATT%
LATT%
. 494%
. 494%

.373%
.373%
. 100%
. 100%
.474%
.474%
.492%
.492%

. 428%
. 428%
. 107%
. 107%
. 536%
. 536%
. 551%
. 551%

.392%
. 392%
. 109%
. 109%
. 500%
. 500%

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg _busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

PSU
PSU

PSU
PSU

PSU
PSU

PSU
PSU

FCU
FCU

FCU
FCU

FCU
FCU
FCU
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scf
scf

SCr
SCr
SCr
SCr
SCr
SCr
SCr
SCr
SCr

sdnsp
sdnsp
sdnsp
sdnsp
sdnsp
sdnsp
sdnsp
sdnsp
sdnsp

sdpyr
sdpyr
sdpyr
sdpyr
sdpyr
sdpyr
sdpyr
sdpyr
sdpyr

sdt 1
sdt 1
sdt 1
sdt 1
sdt 1

1
al |

al |
al |
1
al |
1
al |
1
1
al |

al |
al |
1
al |
1
al |
1
1
al |

al |
al |
1

al |

3.07s
3.07s

609. 49s
. 51s
. 51s
. 80s
. 80s
. 31s
. 31s
. 40s
. 40s

15. 98s
. 38s
. 38s
. 50s
. 50s
. 88s
. 88s
. 15s
. 15s

10. 71s
. 71s
. 71s
. 73s
. 73s
. 44s
. 44s
. 57s
. 57s

QU UiFRPFPRWWO cocoo~N~NNNOTOTO WWWWOoOONN

612. 69s
9. 90s
9. 90s
0. 00s
0. 00s

100. 00% O.
100. 00% O.

97

100. 00%
100. 00%

96

100. 00%
100. 00%

97

100. 00%
100. 00%

73.
73.

. 82%
. 82%
. 53%
. 53%
. 35%

35%

.01%
.01%
.67%
.67%
. 69%

69%

.61%
.61%
. 06%
. 06%
.67%

67%

01%
01%

0. 00%
0. 00%

PRPPPOOOO!

comnN !

75% 0.514%
75% 0.514%
61% 0.420%
61% 0.420%
20% 0.134%
20% 0.134%
81% 0. 554%
81% 0. 554%
.83% 0.569%
.83% 0.569%
.32% 0.900%
.32% 0.900%
61% 0.418%
61% 0.418%
93% 1.319%
93% 1.319%
99% 1.364%
99% 1.364%
91% 0.621%
91% 0.621%
42% 0. 290%
42% 0. 290%
33% 0.910%
33% 0.910%
36% 0.932%
36% 0.932%
42% 1.657%
.42% 1.657%
.00% 0.000%
.00% 0.000%

BSSE System and Software Engineering

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
i nstance_sequProg_busyTi nme
i nstance_sequProg_busyTi nme

FCU

FCU
FCU

FCU
FCU

PSU
PSU

PSU
PSU

FCU
FCU

FCU
FCU

FCU
FCU
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sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1
sdt 1

sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt nmp
sdt np
sdt nmp
sdt nmp
sdt nmp
sdt np
sdt np
sdt nmp
sdt nmp

sysinit
sysinit
sysinit
sysinit
sysinit
sysinit
sysinit

OBEBRWWNNRPPRPYDDPWONEFPY M

NP NRD D

NNRP PO

al |

al |
al |

al |

al |

. 00s
. 27s
. 44s
. 46s
. 46s
. 91s
13. 17s
11. 34s
11. 68s
0. 46s
0.47s
0. 46s
0.47s
0.91s
0. 94s
13. 56s

OQOOPFrwWOo

611. 29s
. 60s
. 60s
. 00s
. 06s
. 20s
. 86s
. 66s
. 80s
. 06s
. 86s
. 89s
. 95s

NOO~NO~NORLPNOOIO

16. 59s
. 40s
. 40s
. 57s
. 57s
. 97s
. 97s

PRPOORRO®

0. 00%
24.12%
10. 62%
3.39%
3.39%
6. 71%
97. 12%
83.63%
86. 10%
. 39%
. 49%
. 39%
. 49%
. 71%
.91%
00. 00%

POOWWww

70. 44%
70. 44%
0. 00%
25.91%
15. 09%
10. 82%
96. 35%
85. 53%
88. 77%
10. 82%
11. 23%
100. 00%

56. 91%
56. 91%
23.17%
23.17%
80. 08%
80. 08%

WOOOOOONNWOOOO00

POORRPPROOOORE!

cooooo!

. 00%

80%
35%
11%
11%
22%
22%
7%
86%
11%
12%
11%
12%
22%
23%

.32%

37%
37%
00%
50%
29%
21%
87%
66%
73%
21%
22%
94%

34%
34%
14%
14%

. 48%
. 48%
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NOOOOOORFRFPNOOOOOO

POORPFRPFPOOOOOO!

[cNeoloNoNoNall

. 000%
. 547%
. 241%
.077%
.077%
. 152%
. 204%
. 898%
. 954%
.077%
. 079%
.077%
.079%
. 152%
. 157%
. 270%

.937%
.937%
. 000%
. 345%
. 201%
. 144%
. 282%
. 138%
. 181%
. 144%
. 149%
.331%

. 234%
. 234%
. 095%
. 095%
. 330%
. 330%

i nstance_sequProg_busyTi nme
tot _asyncl O busyTi ne

i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi me
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

PSU
PSU

PSU
PSU

PSU
PSU

PSU
PSU

FCU
FCU
FCU
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=

sysinit
sysinit

tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl
tmy_cychdl

t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl
t ny_reghdl

usd

1
al |

a
a
1
2
a
1
2
al |
1
1
2
2
a

al |
al |
1
al |
1
al |
1
1
al |

al |
al |
1
al |
1
al |
1
1
al |

al |

2. 46s
2. 46s

613. 43s
17. 44s
17. 44s
0. 00s
4. 36s
2. 39s
1.97s
21. 80s
19. 83s
20. 45s
1.97s
2.03s
22.48s

778. 37s
14. 77s
14. 77s
32.71s
32.71s
47. 48s
47. 48s
48. 50s
48. 50s

599. 71s
. 15s
. 15s
. 81s
. 81s
. 96s
. 96s
. 05s
. 05s

WWNNOONDN

611. 58s

100. 00% O.
100. 00% O.

77.58% 4
77.58% 4
0.00% O
19.40% 1
10.63% O
8.76% 0.
96.98% 5
88.21% 4
90.96% 5
8.76% O
9.04% O
100. 00% 5

30. 45%
30. 45%
67.44%
67.44%

97.90% 11.61%
11. 61%
100. 00% 11. 86%
100. 00% 11. 86%

97.90%

70. 49%
70. 49%
26. 56%
26. 56%
97. 05%
97.05%
100. 00%
100. 00%

00 mww !

coooocoo00:!

60%
60%

.27%
.27%
. 00%
.07%
. 58%

48%

. 33%
. 85%
. 00%
. 48%
. 50%
. 50%

61%

.61%
. 00%

00%

. 53%

53%
20%
20%
72%
72%
75%
75%
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[eoNe)

WOOWWWOOOONN!

0 ~N~NUTUINN
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.412%
.412%

. 919%
. 919%
. 000%
. 730%
. 400%
. 330%
. 649%
. 319%
.422%
. 330%
. 340%
. 762%

.472%
. 472%
. 475%
. 475%
. 947%
. 947%
.117%

117%

. 360%
. 360%
. 136%

136%

. 495%
. 495%
. 510%
. 510%

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

tot _sequProg busyTi ne

i nstance_sequProg_busyTi ne
i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi nme
tot _asyncl O _busyTi e

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

t ot _sequProg_busyTi ne

i nstance_sequProg_busyTi me
tot _asyncl O _busyTi ne

i nstance_asyncl O busyTi ne
tot _process_busyTi ne

i nstance_busyTi ne

tot _busyTi me(corrected)
tot _busyTi ne(system

duration

FCU

PSU
PSU

PSU
PSU

PSU
PSU

PSU
PSU

FCU
FCU

FCU
FCU

FCU
FCU

FCU
FCU
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2 usd all 7.92s 75.50% 1.94% 1.326% tot_sequProg busyTinme -

3 usd 1 7.92s 75.50% 1.94% 1.326% instance_sequProg busyTi nme FCU
4 usd all 2.22s 21.16% 0.54% 0.372% tot_asyncl O busyTi ne -

5 usd 1 2.22s 21.16% 0.54% 0.372% instance_asyncl O busyTi ne FCU
6 usd all 10.14s 96.66% 2.48% 1.697% tot_process_busyTi ne -

7 usd 1 10.14s 96.66% 2.48% 1.697% instance_busyTi ne FCU
7a usd 1 10.49s 100.00% 2.57% 1.756% tot_busyTi me(corrected) FCU
8 usd all 10.49s 100.00% 2.57% 1.756% tot_busyTi ne(systen -

1 wvgs all 607.15s - - - duration

2 vgs all 2.60s 73.65% 0.64% 0.435% tot_sequProg busyTinme -

3 vgs 1 2. 60s 73.65% 0.64% 0.435% instance_sequProg_ busyTi nme FCU
4 vgs all 0.87s 24.65% 0.21% 0.146% tot_asyncl O busyTi ne -

5 wvgs 1 0.87s 24.65% 0.21% 0.146% instance_asyncl O busyTi ne FCU
6 vgs all 3.47s 98.30% 0.85% 0.581% tot_process_busyTi ne -

7 vgs 1 3.47s 98.30% 0.85% 0.581% instance_busyTi nme FCU
7a vgs 1 3.53s 100. 00% 0. 86% 0.591% tot_busyTi me(corrected) FCU
8 vgs all 3.53s 100. 00% 0. 86% 0.591% tot_busyTi ne(systen -

1 wvgs_sv all 601.47s - - - duration

2 vgs_sv all 2.63s 79.94% 0.64% 0.440% tot_sequProg busyTi nme -

3 vgs_sv 1 2.63s 79.94% 0.64% 0.440% instance_sequProg busyTi me FCU
4 vgs_sv all 0.62s 18.84% 0.15% 0.104% tot_asyncl O busyTi ne -

5 wvgs_sv 1 0. 62s 18.84% 0.15% 0.104% instance_asyncl O busyTi nme FCU
6 vgs_sv all 3.25s 98.78% 0.79% 0.544% tot_process_busyTi ne -

7 vgs_sv 1 3.25s 98.78% 0.79% 0.544% instance_busyTi ne FCU
7a vgs_sv 1 3.29s 100. 00% 0. 80% 0.551% tot_busyTi me(corrected) FCU
8 vgs_sv all 3.29s 100. 00% 0. 80% 0.551% tot_busyTi ne(systen -

1 wpa all 609. 36s - - - duration

2 wpa all 2.37s 74.76% 0.58% 0.397% tot_sequProg busyTinme -

3 wpa 1 2.37s 74.76% 0.58% 0.397% instance_sequProg busyTi me FCU
4 wpa all 0.68s 21.45% 0.17% 0.114% tot_asyncl O busyTi ne -

5 wpa 1 0. 68s 21.45% 0.17% 0.114% instance_asyncl O busyTi ne FCU
6 wpa all 3.05s 96.21% 0.75% 0.510% tot_process_busyTi ne -

7 wpa 1 3. 05s 96.21% 0.75% 0.510% instance_busyTi ne FCU
7a wpa 1 3.17s 100.00% 0. 78% 0.531% tot_busyTi me(corrected) FCU
8 wpa all 3.17s 100.00% 0. 78% 0.531% tot_busyTi ne(systemn -
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duration
.436% tot_sequProg busyTi ne
.436% instance_sequProg_busyTi ne
.380% tot_asyncl O busyTine
.380% instance_asyncl O _busyTi ne
.816% tot_process_busyTi ne
.816% instance_busyTinme
.878% tot_busyTi me(corrected)
.878% tot_busyTi ne(system

PRPRRRPOORE!

68.427% total Systemltilisati on_node=

FCU
FCU

FCU
FCU

ONETARGET

41.991% systentilisation (estinated) for_node FCU

26. 442% systemlhtilisation_(estimted) for_node PSU
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784 TheTimer Report

The timer report also reflects the increased |oad and the higher number of periodic events. Significantly,
the maen queue length is increased which implies an increased effort for manangement of the queue.

e +
+ Ti mer Report
T +
#Ti mer Response: 13969
#Ti mer Aut oRepetitions: 13248
#Ti mer Request : 17068
#Ti mer Del et e: 1790
#Ti mer |l nsert: 15277
Maxi mumQueuelLengt h: 161
#QueueSanpl es: 31037

MeanVal ueOf QueuelLengt h: 84.01
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7.9 The"Error Injection" Case

For error injection the system processes were exposed to automated injection of errors except for sysinit,
cmdhandler, ethdae and mildae. "sysinit" is only involved in system initialisation, cmdhandler, ethdae
and mildae are involved in periodic commanding and therefore shall not be subject of error injection
Therefore the remaining processes only shall be subject of error injection. For the selected mode this
means that no output command is issued.

This will cause missing responses to which especially the initialsation procedure is extremely sensitive.
Thisiswell known by the project and will probably not be changed.

Nevertheless, a number of runs have been performed with an error injection probability increasing
continuously from O to 1.

There is an interesting observation: the way the coverage of command lines and states changes w.r.t to
the error injection probahility: In the MSL case and due to the high sensitivity of the initialisation
procedure against missing responses there is a sudden and significant decrease of the coverage figures.

Consequently, the change of the coverage vs. the change of the error injection probability is a measure
for the robustness of the system against a certain type of errors which are injected: the smoother the
change of the coverage is and the higher it isfor higher error injection probabilities the more robust is the
system against errors of the injected type.

Vice versa, the sooner the coverage decreases the lessrobust is a system.
The table on the next page gives the figuresin case of MSL.

This table also includes the number of injected errors and the number of exceptions which occured in
order to demonstrate that these figures are not an indicator for a system's robustness.

Clearly, the less command lines are executed (covered) the less is the number of exceptions and injected
errors. So the number of exceptions and injected errors varies randomly more or |ess.

The figures for the coverage for the operational case were compared with the figures in case of activated
error injection, but error injection probability 0. Both figures are equivalent.
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Error Injection Coverage of Coverage #Ingcted # I njected # Exceptions
Probability Command of States Exter nal Errors
Lines % Commands
%s

0 95.94 100 1380 0 200
0.01 94.46 100 900 187 129
3.02 78.37 78.38 1340 230 212
0.03 78.64 78.38 1140 284 186
0.04 44,04 37.94 1120 148 93
0.05 44,04 37.84 1120 176 120
0.10 44,04 37.84 1140 270 270
0.50 41.81 36.04 1140 825 355
0.70 41.55 36.04 1120 1094 557
1.00 41.28 36.04 1120 1316 840

Table 7-1: Coverage vs. Error Injection Probabiity

SMSL-RP-001-BSSE Issue: 1 Rev.: 0 Date: 05.11.1999

ESTEC Contract No. 13309/98/NL/MV

-130-




Dr. Rainer Gerlich

BSSE System and Software Engineering

8. Conclusions
8.1 General Conclusions

A number of verification and validation activities have been performed for the MSL software system.
The approach was based on a formal specification of behaviour by means of Finite State Machines and
extensions which increased the degree of formality to specify a system's behaviour. Also, the
specification of consumed system resources and distribution was formalised.

Due to this formalisation a number of checks could be performed at pre-run-time which identified
aready a number of errors like unreachable or missing code or conflicting allocation of CPU's.

Then at run-time more errors could be detected by built-in error checks which identified e.g. wrong
inputs (commands not expected in the actual state or commands sent to the wrong instance of a process).

Finally, at post-run-time more errors could be identified by the generated MSC's, timing diagrams and
reports on coverage of command lines and states.

In principle, at each of the three phases a certain type of errors can be detected by the means available for
this phase.

Also, it was recognised that some extensions made for operational reasons or for higher user comfort
decreased the degree of formality so that less checks could be made and errors could be detected at pre-
run-time. Such errors were detected at run-time or post-run-time.

Some of the checks may be made available again at pre-run-time by increased analysis effort.
The same s true for test automation and automated stimulation of processes with commands.

The generated performance figures gave a good insight view on the system performance. Except for CPU
utilisation - which is still an open issue which will be covered when the application has been ported to
the target - the provided performance figures indicate that the system is not critical in such areas like
network utilisation and command buffer utilisation.

The available implementation and infrastructure for analysis of system properties may be used for the
following phases of the project's lifecycle either on the host or on the target system.

The execution of the "operational case" and the analysis of the results demonstrated that the current
system definition is consistent, correct and complete. However, due to missing functionality some
properties could not be tested because they were not made visible for the time being: the explicit
expression of system impacts on command line level were considered as too complex.

E.g. the dependency of system behaviour on housekeeping data may be very complex. Therefore it was
suggested to think about how the complex nature of such decisions could be mapped on a number of
simple decisions which are appropriate for FSM and command line level. This would allow to verifiy and
validate the system to a much higher degree.

Due to the formal specification by FSM's it was possible to automate the generation of the command
dispatcher completely. This possibility was identified by the MSL project and taken into account for its
sofware design. Only by adding little information to a command line - the mapping of O/G commands
onto O/B commands, the timeout value (if any) and the sequence number - the command dispatcher
software can be constructed automatically. Of course, this automation implies cost saving for future
projects.

The construction of the command dispatcher may be compared with processing of a matrix. If no
information about a potential symmetry is available all elements have to be processed. However, if by
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some formal rules it can be proven that the matrix is symmetric, about half of the effort for processing
can be saved.

Similarly, by introduction of formality the correlation between the behaviour of the processes which
receive a (number of) ground commands and the dispatcher becomes visible. This allows to apply some
construction rules for the command dispatcher, to make it generic and to automate the generation of the
specific dispatching software.

8.2 Specific Conclusions

The MSL software system turned out to be rather complex system and it was subject of different V&V
activities:

1. static checking

2. checking of the operational case from systeminitialisation to normal operations

3. checking under stress conditions by automated stimulation with external (ground) and internal (on-
board) commands

4. checking under error injection conditions.

By (1) and (2) it could be proven that the system will behave correctly for the current specification and
implementation and that there are sufficient resources (with the open issue on CPU utilisation, see
above).

By (3) it was shown that the system does not crash in case of an overload situation. It is up to the project
to decide if more self-protection mechanisms are needed or not, and to prevent exhausting of command
buffers.

By (4) it was shown how the system behaves in case issueing of commands is partially suppressed. In
general, it can be concluded that the system is sensitive to loss of command messages. This knowledge is
used by the project to initiate recovery mechanisms on application software level.

From an operational point of view it was identified that external commanding is possible when mildae
and ethdae have been initialised which happens at a very early stage, but it is not desired because the
other processes may not be initialised or not ready to accept external commands. It is also up to the
project to decide if something has to be changed regarding such observations.

8.3 Assessment on theV&V Environment

The applied V&V environment is strongly related to the ISG approach, the provided infrastructure and
the command procedure table which forms the base for generation of the software, the reporting and
automated generation of the graphical diagrams.

From a user's point of view alearning phase was needed at the beginning to understand the approach, and
to learn how the elements for system description can and need to be applied. Similarly, a user needs to
learn how he can take benefit from the provided means like error messages, reports and graphical support
tools.

If he is familiar with such supporting facilities it is rather easy to perform verification and valdiation in
this environment and to update the system definition when an error is identified.

Although a number of structural changes were needed this did not cause a lot of effort. Most of the
changes could be done within minutes, 15 minutes are already very high, and 30 minutesis very unlikely
and was only needed when a number of similar constructs needed to be updated. After the update it took
about one hour (to wait) to get new results.
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Also, the type and number of errors found at pre-run-time, run-time and post-run-time are an indication
of how well the set up of the system definition can really be done: no very serious errors were detected.
About 50% of the errors were related to copy-paste of command lines and forgotten changes. A minor
part was related to the complexity of the required behaviour, e.g. when more than one process level was
involved to provide a feedback, i.e. a process receiving a command has to involve another process before
it can respond. Another erorr type was that it just was forgotten to respond or the wrong destination was
given.

Moreover, it was very easy to establish a sequence of states to lock against unforeseen events and to
initiate error handling. E.g. for the initialisation procedure 35 states were introduced and the segquence
was changed several times.

Therefore it may be concluded that the use of a formal method, introduced by the structure of the
command procedure table which is based on FSM's, prevented aready serious bugs.

The current system definition is based on atextual notation which may be dissatisfying for some users. In
a future version it may be based on graphical notations. However, it shall also be mentionned that the
textual notation - as it is true for al textual notations - implies a high density of included information
compared with graphical notations.

For another project a user established 17 lines to express the behaviour of a system component including
error injection and timeout condtions. He needed one page and seven state diagrams to roughly describe
what is included in the command procedure lines, not covering matters of error injection, timeout
conditions, distribution and performance.

On the other side, such graphical state diagrams may be helpful to get an idea on a system's behaviour
prior to generation of the command lines.

Also, it has been recognised that much more time is needed (about 10 to 20 times) to identify bugsin a
conventional C environment.

Another aspect isthe identification of the robustness of a system against injected errors. The higher isthe
percentage of covered command lines and covered states at a certain error injection probability, or vice
versa the higher is the error injection probability for a given coverage, the more robust is a system
regarding occurence of errors. So by a number ot test runs with an increasing probability of error
injection and monitoring of the coverage figures the robustness of a system can be identified.

If the coverage decreases suddenly at a low error injection probability there is a high sensitivity for
faults.

In case of MSL thisistrue for the initialisation procedure, but it is also true that the MSL system shall be
aborted in case an error occurs during this start up sequence.

Finally, an essential point of the V&V approach is that it was possible to identify errors within the rather
complex specification (37 processes, abouit 230 commands, 111 states inside the processes in total)
WITHOUT having any specific knowledge on how the system shall work. Just by applying a formal
notation and formal checks on it (including analysis of coverage) it was possible that the V&V
environment flagged an error.

This "automated” response by the tool is important for two reasons:

- firstly, an engineer who does apply the V&V approach does not need to be familiar with system
details,

- secondly, the engineer does not need to ask the V&V environment whether a certain property is
available or not, the V&V environment automatically informs about a weakness or an error.

Hence, it is not possible to forget to ask and consequently not to be informed about an error.
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Last but not least, it is considered as an advantage that the system and the V&V environment is
completely portable which allowed to perform the V&V activities within the more powerful UNIX
platform.
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Final Remarkson Target Platform Activities

When the draft final report was written it was expected to port the existing software from the Sparc/Unix
to the SPLC/VxWorks platform within about two weeks. However, about two months were needed for
the following resasons:

A number of functions needed to be added to get the support which is inherently provided by a
Unix platform.

In part, such functions were needed for provision of a complete sete of reports as it was done on
the Unix platform.

A number of functions needed to be added to get better visibility on what the system does or (more
important) what the system did before it crashed.

Due to the global address space a VxWorks system is very sensitive against addressing faults.
Therefore in most cases a post-mortem analysis was not possible and a facility needed to be added
which provided atrace up to the last executed statement before the crash occured.

Due to the complexity of the system (about 40 processes) and their interaction more complex
sequences required better tracing capabilities than a debugger provides.

A significant disadvantage is that in some cases no tasking environment is available and only a
very small subset of OS functions can be used. This limits the visibility and makes it difficult to
identify a problem (not necessarily) a bug in such parts

Such parts of the software which are only related to the VxWorks platform needed to be tested and
integrated under the conditions described above. This required significantly higher effort
compared with the Unix platform.

Specia care needed to be applied for memory allocation (only once per system and not once per
process) and for racing conditions which are characteriostic for aRT OS.

The time was not provided at a resolution sufficient for performance measurements.
This required implementation of an own high-resolution timer.
Two bugs were found for the co-processor of the SPLC which were difficult to identify.

A crash was observed when the memShow function was called from within a user C function. This
was also difficult to identify.

A first iteration was performed to reduce the required amount of memory. This addressed the
increase of a higher degree of generic functions and introduction of a strategy for stack
minimisation and minimisation of the memory allocated by malloc. This saved about 1 MB for the
whole application.

Nevertheless, above problems have been solved and they do not occur again in future.

Concerning performance the following conclusions can be drawn:

The timing and sizing budgets - as measured currently - indicate that the full memory and the CPU
power will probably be needed. It may even happen that a CPU overload occurs. In this case the
project will extend the current timing constraints. The probability that the current resource limits
will be exceeded is not high, but has to be taken into account. However, it seems that the overall
performance can still be met even for such aworst case.

For a higher number of processes the memory consumption by code and static data becomes less
important - especially when it has already been minimised - while consumers like stack and
communication buffers become more important.
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9. Recommendations and Guidelines

According to the current experience made by the MSL project and two more (smaller) applications the
following recommendations and guidelines are given:

Start-Up and General Rules

A user needs to become familiar with formal specification, with the idea of ISG and system
definition by the command procedure table.

Asfor any other language a certain learning curve occurs.

A user shall start incrementally with system definition to get an early and immediate feedback on
what he has specified

A user should already have an (rough) idea on system communication, the distribution and the
network and the sytem components.

Of course, this input may be changed due to the feedback provided by the V&V environment, but
at least a rough idea is needed to write the command lines and to express behaviour and
communication.

A user should apply as far as possible states and state transitions to protect against inadvertent
multiple inputs of the same command

If eg. it isforbidden that a command is received twice during a cycle a state transition after the
reception of the first input will lock further inputs and open the possibility for exception handling.

A user needs to be carefully when he introduces certain definitions and properties which cannot
formally be checked because they cannot be limited by genral rules.

Thisis especially truefor:
-- copy-paste operations for command lines
auser shall not forget to change all relevant fields
-- definition of the destination
If the destination processis given explicitly, the instance number must be given correctly.

Think about if afixed number needsto be given or "0" to take the actual instance number of the
sending process.

-- for agroup of command lines a state transition can only beinitiated by the last command line
(an earlier state transition would lead to non-reachable code and is therefore forbidden)

-- define an event / condition to start periodic activities

-- do not forget to specify an exception handler for atimeout condition

(otherwise the checktbl-tool will remind you) and to activitate automated reset of timeout-
monitoring if you do not ask for automated generation of such lines.

-- define the network topology and its performance in file easysystem.def

Rulesfor the V&V Activities

apply the following steps of verification and validation
-- apply the "checktbl" tool for static analysis of the command procedure contents

read carefully the error reports and remove the errors
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structural errors (may) lead to generation of erroneous code which is rejected by the compiler
later on or the system may crash at run-time. For these reasons the implementation script
"createapplfiles’ aborts arun in case of major errors.

then start the implementation script "createapplfiles’ after having also provided and updated the
other two files (beside the command procedure table cmdproc.in): easysystem.def and

easyconf.h
look carefully for warning or error messages issued by createapplfiles or scripts and systems

services caled by it. Especially, thisis needed for the first run of a command procedure table or
amajor change of it.

for the first steps take higher values for timeout conditions in order not to disturb the operations
by undesired timouts. If the system is working properly set the values back to the realistic
values.

in order to avoid undesired high system load due to errors e.g. in the communication part take at
the beginning higher values for the cycle periods. Later on the real values can be inserted.

execute the generated system and wait until the evaluation report is available and the texteditor
window opens for isgeval.log

look on the coverage figures and which command lines and states are not covered
look for error messages in error.log or grep for "*** ERROR" in file alog or alogr*
identify the MSC-file by "Is*.msc", open the textfile and search for "ERROR"

look into the expanded command procedure table included in file "cmdprocin.in” to understand
deviations from expected behaviour

use "starttime" as timestamp to search for correlated events, especialy for a search in the
msc/mscp-files

make use of the extended M SC tracing capabilities which generate information about initial and
final states, correlation with command lines and display the contents of commands including
the attached data with the mscope-tool for display of timing diagrams

in case more support is needed use the graphical tools for MSC's (mscviewer) and timing
diagrams (mscope) to understand the control flow

look on the utilisation of the command buffer, a high mean queue length may indicate a
problem or an overload

look on CPU and network utilisation in order to detect early a problem with system resources

possibly you need to change the distribution to balance the load between the CPU's (however
this may increase network utilisation)

look on response times, if they are in the range you are expecting, if not if this can be
understood (e.g. by load imposed by instrumentation for reporting).

Look on timer utilisation, if it is high, can it be reduced, did you place timeouts into activities
which run at high frequencies, if this can be avoided without compromising the system's
robustness, do it

introduce deadline monitoring if needed (remember that monitoring of overruns is inherently
done by the system)

after each identification of a bug update the table and perform the next run until the desired
behaviour, coverage and performanceis achieved
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Rulesfor Stress Testing and Error Injection

when the system shows the desired propertiesin the operational case, apply stress testing
define which processes shall not be subject of automated stimulation in file "easysystem.def"
start "createapplfiles’ and build a new system which is exposed to stress testing

identify errors which occur and decide if they are relevant or not

monitor the command buffers and look if and why they are exhausted, decide if you need to
protect against overloads or not

apply error injection

define a probability for error injection in file "easysystem.def"

define which processes shall not be exposed to error injection in file "easysystem.def"
look on the achieved coverage of command lines and states

vary the probability figure from close to O up to 1 and analyse the coverage figures

a sudden decrease at low probability indicates high sensitivity against errors

if this occurs, decideif you need to improve your system
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